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1. IlepedyeHnb KOMIIETEHIMI ¢ YKa3aHUEM 3TaNoB UX ()OPMHUPOBAHUSA
B Mpouecce ocBoeHMsi o0pazoBarebHoil nporpammsl (OII)

B pesynprare wusyuenus IlpowsBoactBennoit mnpaktuku III1.06.01. oOydvaromuecs, B
coorBerctBU ¢ PI'OC CIIO mno cneumansHoctu 09.02.07 HMHpOpMalMOHHBIE CHUCTEMBI U
porpaMMHpOBaHuUE, MPUKa3oM MUHHUCTEpCTBa 00pa3oBanus U Hayku PD ot 9 nexabps 2016 roma N
1547 (kBamudukaryst — CrienuanucT no HHGOPMaIOHHBIM CUCTEMaM),

Otanbl GOpMUPOBAHUS
Kon KOMIIETEHIIMH B IIpoliecce
HaumeHnoBanue kKoMIeTeHIINH
KOMIIETECHIINU ocBoenus OIT
(cemectp)

Bri6uparh crmocoOs! pemenust 3a1a4 mpogecCHOHAIbHON
OK 1 JIeATEIIbHOCTH IIPUMEHUTEIBHO K pa3IMYHbIM 7
KOHTEKCTaM

Hcnonp30BaTh COBPEMEHHBIE CPEICTBA MOKMCKA, aHAJIN3a 7
U MHTEpHpeTanuu HHpopMaIi, U UHPOpPMAIMOHHBIE
TEXHOJIOTUH TSI BBITIOJHEHUS 3a/1a4 PO eCCHOHATBHON
JIeATEIbHOCTH

OK 2

IInanupoBaTh u peann30BbIBaTh COOCTBEHHOE 7
npogeccuoHaIbHOe " JIMYHOCTHOE pa3BHUTHE,
IIPEANPUHUMATEIBCKYIO NeSATEIbHOCTh B
npodeccuoHaIbHON cdepe, MCIOAb30BaTh 3HAHUS 110
NpaBOBOW W (PMHAHCOBOH T'PaMOTHOCTH B PAa3IUYHBIX
YKU3HEHHBIX CUTYalUsIX

OK 3

OddexTuBHO  B3aUMOJICHCTBOBaTH W paboTath B 7
KOJUIEKTHUBE U KOMaHJIe

OK 4

OcCylIeCTBISITh YCTHYIO M TUCBMEHHYI0O KOMMYHUKAIIHIO 7
Ha rocyaapcTBeHHOM s3bike Poccuiickonn ®enepauuu c
Y4€TOM OCOOEHHOCTEH COIMAJIBHOTO M KYJIbTYPHOTO
KOHTEKCTa

OK 5

[IposiBIATE  TpaKAAHCKO-NATPUOTHUYECKYIO  MO3HUIMIO, 7
JEMOHCTPUPOBATH OCO3HAHHOE IIOBEIECHHUE HA OCHOBE
TPAAULMOHHBIX POCCHUMCKUX JyXOBHO-HPAaBCTBEHHBIX
LIEHHOCTEH, B TOM YHCIE C YYETOM TapMOHM3aLUU
MEXHALMOHAIBHBIX M MEXPEIUTMO3HBIX OTHOIIEHUH,
IIPUMEHATH CTAHJAPThl AHTUKOPPYNLIMOHHOIO ITOBEACHUS

OK 6

CopeiicTBOBaTh COXPAaHEHMIO OKpYKaIOLIEH Cpemsl, 7
pecypcocOepeKeHnIo, IPUMEHATh 3HaHUs 00 U3MEHEHUU
KJImMara, IMPUHIUIIBI 6epe)KJ'II/IBOFO IMPOMU3BOJCTBA,
3 PEKTUBHO AEHCTBOBAThH B UPE3BBIYANHBIX CUTYaLIUsAX

OK 7

Hcnonb3oBath cpenctBa (U3NYECKON KYIbTYphl IS 7
COXpaHEHMsI M YKpPEIUIEHUS 3/10pOBbsg B Ipoliecce
npodecCHOHANBPHOM  EATENbHOCTH U MOAJIEp’KaHus
HE00X0/IMMOT0 YPOBHS (PM3HYECKON MOATOTOBIEHHOCTH

OK 8

[Tonp3oBaTbess MpodeccHOHANBHOM JOKyMEHTalue Ha 7
rOCYJapCTBEHHOM M MHOCTPAHHOM SI3bIKAX

OK9

P aSpa6aTBIBaTB TCXHUYCCKOC 3aJaHuc Ha 7

[K 6.1 .
COMPOBOXACHUE NHHOPMAITMOHHONW CHCTEMBI

BreinonaHaTh HCITPABJICHUC OIIMOOK B IMporpaMMHOM KO/JI€ 7

IIK 6.2 .
MH(OPMaIlMOHHON CHCTEMBbI

PazpabatpiBaTh  0Oydaromlyro  JOKYMEHTALMIO  JJIs 7

I1IK 6.3 . .
MoJIb30BaTes et MHHOPMAITMOHHONW CHCTEMBI
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Oranbl GOPMUPOBAHHS

Kon KOMIIETEHIIMH B IPOLIECCE
HaumeHnoBanue KoMIeTeHIINH
KOMIIETEHIINU ocsoenusa OI1
(cemecTtp)

OneHuBaTh Ka4eCTBO U HAACKHOCTh (DYHKIIMOHUPOBAHUS 7

[IK 6.4 WH(OPMAIIMOHHOW  CHUCTEMBI B COOTBETCTBHUU  C
KPUTEPUSIMH TEXHUUYECKOT0 3aJaHUsI
Ocy1iecTBISITh TEXHUYECKOE COIIPOBOXKICHUE, 7

K 6.5 0OHOBJICHHE u BOCCTAHOBJICHHE JAHHBIX

UHPOPMALIMOHHOM  CHUCTEMBI B  COOTBETCTBHUH  C
TEXHUYECKHUM 3aJaHUEM




2. CueHapuy BbINOJTHEHUS 32 JaHUH

n/n

Tun 3aganusa

[TocnenoBarenbHOCTh AEHCTBUM MTPU BBIMOIHEHUHU
3aJaHus

1. 3ajanus 3aKpbHITOro THIA

1.1

3ajanue 3aKphITOrO THIA HA
YCTAHOBJICHHE COOTBETCTBUS

1. BuuMarenbHO MPOYUTATh TEKCT 3aJJaHUs U TIOHSTH, YTO
B KQ4E€CTBE OTBETA OXKHUIAAIOTCS IMaphl JIEMEHTOB.

2. BHuUMaTeNnbHO MpOUYMTATH 00a CHHCKA: CIHUCOK 1 —
BOIIPOCHI, YTBEPKICHUS, (PaKThl, TOHATHSI U T.J., CIIUCOK
2 — yTBEpKIEHUS, CBOWCTBA OOBEKTOB H T.].

3. ComocTaBuTh DJIEMEHTHI CIHMCKa 1 ¢ »JIeMeHTaMH
cnucka 2, chopMUPOBATH APl SJIEMEHTOB.

4. 3anucarh NMomapHo OYKBBI ¥ ITUGPHI (B 3aBUCHIMOCTH OT
3aJlaHusl) BapuaHToB oTBeTa (Hanpumep, Al nnu b4).

1.2

3a,I[aHI/Ie 3aKpPBITOI'O THUIIA HA
YCTAHOBJICHHC
oCJIICAOBATCIBbHOCTHU

1. BHuMaTeapHO IpOYUTATh TEKCT 3aJaHUS U MMOHATh, YTO
B KauecTBE OTBETAa OXKUIAETCS I0CJIE0BATEIbHOCTD
3JIEMEHTOB.

2. BHuUMaTeNbHO MPOYUTATh IPEJIOKEHHBIE BapUAHTHI
OTBETAa.

3. Iloctpouth  BepHYIO
MPEAJIOKEHHBIX AIIEMEHTOB.
4. 3anucath OYKBBI/IIU(PHI (B 3aBUCUMOCTH OT 3a/IaHUS)
BapHMAHTOB OTBETa B HY)KHOM MOCJEIOBAaTEIILHOCTH 0e€3
npoOesoB W 3HAKOB mNpenuHaHus (Hampumep, bBA wnm
135).

oCICa0BaTCIIBHOCTD nus3

2. 3a1aHusl OTKPBITOI0 THIIA

2.1

3a,I[aHI/IC OTKPBITOI'O THIIA C
KpaTKUM OTBCTOM

1. BHUMaTenbHO IPOYUTATH TEKCT 3aJaHUSI U MTOHSTH CYTh
BOIIpOCA.

2. IIpoxymath KpaTKHUH OTBET.

3. 3ammucarth OTBET B BHJE CJIOBA, CIIOBOCOYCTAHUS HIIH
qHca.

4. B ciydae pacyeTHOM 3ajauu, 3aMucath OTBET B BUJIE
qHcia.

2.2

3aanue OTKPHITOTO THIIA C
pa3BepHYTHIM OTBETOM

1. BuuMmarenbHo MMpOoYNTATh TCKCT 3alaHUA U ITOHATH CYTh
BOIpoOCa.

2. [Ipoymath JOTUKY U MOJIHOTY OTBETA.

3. 3amucaTth OTBET, HCHOJb3ysd YETKHE KOMIIAKTHbIE
(hOopMyIIHPOBKHU.

4. B cnywyae pacueTHOM 3ajaud, 3amucaTh peIICHUE U
OTBET.

3. 3apanus KOMOMHMPOBAHHOIO THIIA

3.1

3amanue KOMOMHUPOBAHHOTO
TUMIa C BBIOOPOM OJHOTO
BEPHOTO oTBeTa u3
MPETIOKEHHBIX u
000CHOBaHHEM BBIOOpA

1. BHMMaTenpHO MPOYNTATh TEKCT 3aJaHUS U MOHATh, YTO
B KayecTBE OTBETa OXKUAAECTCA TOJIBKO OAMH U3
MPEJIOKEHHBIX BAPUAHTOB.

2. BHUMAaTeNbHO NPOYUTATh NPEJIOKEHHBIE BapUAHTHI
OTBETA.

3. BeIOpaTh 0J1H OTBET, HaNOOJIEe BEPHBIM.

4. 3anucath TOJNBKO HOMEp (WM OYKBY) BBIOPaHHOTO
BapHaHTa OTBETA.

5. 3ammcaTe apryMeHThl,
OTBETA.

000CHOBBIBAIOIIE BBHIOOP

32

3aI[aHI/Ie KOM6I/IHI/IpOBaHHOFO
THIIA C BBI60pOM HECKOJBKHUX

1. BuumarensHO MpoYnTaTh TCKCT 3aAaHUs U IIOHATD, YTO
B Ka4deCTBC OTBECTa OXKHNAACTCA HECKOJIBKO nus3
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n/n

Tun 3agannsa

[TocnenoBatenbHOCT AEHCTBUM MTPU BBHIMOTHEHUHT
3aJaHuA

BEPHBIX OTBETOB
MPEITTOKEHHBIX
000CHOBaHHEM BBIOOpA

nu3

MPEUIOKEHHBIX BAPHAHTOB.

2. BHHUMaTENbHO TPOYUTATH MPEIIOKECHHBIE BapUAHTEHI
OTBETA.

3. BeIOpaTh HECKOJIBKO OTBETOB, HAH0OJIee BEPHBIX.

4. 3ammcarh TOJBKO HOMepa (WM OYKBBI) BBIOPAHHBIX
BapHaHTOB OTBETA.

5. 3ammcaTh apryMeHTHl, OOOCHOBBIBAIOIIME BHIOOP
OTBETOB.




3. CucreMa olecHNBAHNSA BLITIOJTHEHUS 3aJaHUI

No YkazaHusd 1o oueHUBAHUIO XapakTepucTruKa
/o IIPaBUWJIbHOCTH
OTBeETa
1. 3aganus 3aKpbBITOro THIA

1.1 | Baganue 3aKpbITOrO TUIA HA YCTAHOBJICHHE COOTBETCTBUS CUMTAETCS «BEpHOY /
BEPHBIM, €CJIM IPAaBUJIBHO YCTAHOBJIEHBI BCE COOTBETCTBUS (IIO3ULIUU «HEBEPHO
U3 OJIHOTO CTOJI011a BEPHO COMOCTABIICHBI C MO3UIUSIMU JIPYTOro0).

1.2 | 3amanue 3aKphITOrO TUINA HA YCTAaHOBJICHHE IOCIIEI0BATEIHLHOCTH «BEpHOY /
CUMTAETCS BEPHBIM, eciu MIPaBUIIbHO yKazaHa BCS «HEBEPHO»
MOCIIEA0BATEIHHOCTD ITUQD.

2. 3agaHusl OTKPHITOTO THIIA

2.1 | 3agaHue OTKPBHITOrO THUMA C KPAaTKUM OTBETOM OLIEHUBAETCS 110 «BEPHO» /
cnenyomuM Kputepusim: 1) IlpaBunbHOCT, OTBeTa (OTCYTCTBHE «HEBEPHO»
(akTUYeCKUX M IpaMMaTH4YecKUX omMOo0K). 2). ComocTaBUMOCTh C
STAJIOHHBIM OTBETOM B CJIy4ae PacueTHOU 3aJjauH.

2.2 | 3agaHue OTKPBHITOIO THUIA C PA3BEPHYTHIM OTBETOM OIIEHUBAETCS IO «BEpPHOY /
cinenyomuM kputepusMm. 1) IlpaBunbHOCT, OTBeTa (OTCYTCTBHUE «HEBEPHO»
¢aktnyeckux omunobok). 2) IlonmHota orBera (packpbiTHE OO0BEMa
UCHONB3YeMbIX TOHATUH). 3) OOOCHOBaHHOCTH OTBETa (HATHYUE
aprymeHToB). 4) Jloruka wu3M0XKeHUS OTBeTa  (rpaMoOTHas
MOCIIeA0BATEIBHOCT U3NIaraeMoro matepuana). 5. ConocTaBUMOCTh €
ATAJIOHHBIM OTBETOM.

3. 3apanuss KOMOMHMPOBAHHOIO THIIA

3.1 | 3agaHue KOMOMHHMPOBAaHHOTO THUIA C BBHIOOPOM OJIHOTO BEPHOTO «BEpHOY /
OTBETA U3 MPEAJIOKEHHBIX C 000CHOBAaHMEM BbIOOpA OTBETA CUUTAETCS «HEBEPHO)
BEpPHBIM, €CIU MPaBUIbHO yka3zaHa mudpa (OykBa) M NPHUBEACHBI
KOPPEKTHbIE apryMEHTHI, UCIOJIb3yEeMbIE MPU BEIOOPE OTBETA

3.2 | 3agaHue KOMOMHUPOBAaHHOIO THIA C BBIOOPOM  HECKOJIBKHUX «BEPHO» /

BapHaHTOB OTBETa M3 MPEUIOKEHHBIX C OOOCHOBaHMEM BbIOOpa
OTBETOB CUUTAETCS BEPHBIM, €CIM MPAaBUIbHO YyKa3aHbl LUPHI
(OyxBbI) ¥ TIpHUBEIEHBI KOPPEKTHBIE apryMEHThI, HCIIOIb3yeMble MPU
BbIOOpE OTBETA.

«HEBCPHO»




4. Onucanue J0NOJTHUTEJBLHBIX MATEPHAJIOB U 000Py10BaHNS,
He00XO0AUMBIX JIS1 BBINIOJTHEHUS 32 JaHUH

Z[J'Iﬂ BBITIOJTHEHU A Sa,Z[aHI/Iﬁ JOIIOJIHUTECIIbHBIC MaTCpHaJlbl U O60py,Z[OBaHI/IC HE Tpe6y}0Tc;1.



5. 3apanus 1J1s1 NpoBepKH YPOBHA chOPMHPOBAHHOCTH KOMIIETEHIIUH ¢ YKAa3aHUEM THIA 3aJaHUii
(¢ KJI1109aMH K OLEHUBAHHUIO 3a/1aHUI1)

Howmep
DopmMynupoBKa 3a/1aHUS Tun 3aganus Kittou K o11eHHBaHUIO 3a/1aHUS
3aJlaHus
7 cemecTp
OK 1 BpiOupaTh crioco0bl penieHus 3a1a4 NpodeccuoHaIbLHOM 1eITeJIbHOCTH NPUMEHUTEIbHO K Pa3JIMYHbIM KOHTEKCTAM
1 Ilpouumatime mexcm u  6vlibepume  Heckoavko | 3amaHusi oTkpeitoro | A,B,B,I"
NPABUILHBIX OTNEEMO8: THUIIA C HECKOJIbKUMU
KTO MOXeT BBICTYIIaTh HCTOYHUKOM CBEJICHUI 00 MIPaBUWIbHBIMU
omunbkax? OTBETaMU
A. Ilonp30BaTenu cucTemMsl
b. Cneunanuctsl ciyx0bl MOAIEPKKH
B. IIporpamMmmHubIie xKypHaJbI (JIOTH)
I'. CucreMbl MOHUTOPUHTA U TATYMKOB
MIPOU3BOIUTEITHHOCTH
J1. BHeniHue 3KcnepThl U KOHCYIbTaHThI
E. ABtopsl BpenonocHoro [10
2 Ilpouumaiime mexcm u 6vlbepume 0OUH NPAGUNLHLIU | 3aAaHUS OTKPBITOTO
eapuanm omeema: THUTIA C KPATKUM b
Uro sBisieTcs MPUMEPOM YIrpo3bl HWHGOPMALMOHHON OTBETOM
6e3omacHOCTH?
a) peryisipaoe ooHosnenue I10;
0) mepexBaT [aHHBIX, XHUIICHHE WHGOPMAIIHH,
W3MEHEHHUE apXUTEKTYPhl CUCTEMBI, BUPYCHI, aTaKH;
B) HAJTMYIKE PE3CPBHBIX KOIIHIA,
T') UCIOJIb30BaHue JHIeH3uOoHHOTO [10.

OK 2 UcnoJsib30BaTh COBPEMEHHBIE CPEICTBA NMMOUCKA, AHAJIM3a U MHTepNpeTaul MHPOPpMauuu, U MHGOPMAIHOHHbIE TEXHOJIOTHH IJIs1
BBINOJIHEHHH 32124 PO eCcCHOHAIBHOM AeATeJNbHOCTH

3 Ilpouumatime mexcm u @vibepume oOuH npasunbhviii | 3agaHus oTKpeiToro | b
sapuanm omeema: THUIA C KPATKUM
UTo BXOAUT B OpraHU3allMOHHBIE MePBI 3aiUThl 1C? OTBETOM

a) TOJIbKO YCTaHOBKA aHTUBUPYCOB;
0) pa3paboTKa perJaMeHTOB, HHCTPYKIINI, 00ydeHne
NepCcoHaIa, pa3rpaHueHUe TOCTYIa, KOHTPOIb




Homep

DopMynMpoOBKa 3aJaHUs

Tumn 3aganus

Koy k oieHuBaHuIo 3a1aHUSA

3aJaHHs
BBITIOJTHEHUS PABUIT;
B) TIOKYITKa HOBOT'O 000PYIOBaHHS,
r) cmeHa [P anpecoB cepBepoB.
4 Ilpouumaiime mexcm u oavime pazeepHymulil OMEen: 3ananue otkpeitoro | B. CpeactBo MoHMTOpHHTA M aHanu3a xypHaios (log

Kakoit ”HCTpyMEHT IT03BOJISIET HEHTPAIU30BAHHO
coOuparh U aHAIU3UPOBATH JIOTH C Pa3HBIX Y3JI0B
uHpopmanmonHou cucremsl (UC)?

A. Ilporpamma /1151 apXuBalUy TaHHBIX

b. CepBep LeHTpann30BaHHOM JOTUCTUKU

B. CpenctBo MOHMTOpHHTA U aHaNU3a KypHaAIIOB (log
management system)

I'. IIpocToii TEKCTOBBINA PENAKTOP

J. CnenuanuzupoBannasi CRM-cucrema

THUIIA C Pa3BEPHYTHIM
OTBETOM

management system). CpecTBa MOHUTOPUHTA M aHAJIN3A
xypHaioB (log management systems) — 3T0
CHEIHUATM3UPOBAHHOE TPOTPAMMHOE 00ECIICUCHHE,
KOTOpOE COOMpaeT, XpaHUT M 00pabaThIBaeT JIOT (DaIIbI C
Pa3IMYHBIX y3JI0B HHOOPMAIIHOHHOW CHCTEMBI.

OK 3 HHaHI/IpOBaTb U peajiu30BbIBaAThH COOCTBEHHOE l'lpO(l)eCCI/IOHaJII)HOQ N JIMYHOCTHOC PasBUTHUE, IPECANIPUHUMATEINBCKYIO A€ATCIbHOCTL B

npogecCHOHATBHOM c(epe, MCI0Jb30BATh 3HAHUA 110 IPABOBOI M (UHAHCOBOI N'PAMOTHOCTH B PA3JIHYHbIX KU3HEHHBIX CUTYallUsIX
5 Ilpouumatime mexcm u @vibepume oOuH npasunbhviii | 3agaHusi oTKpeiToro | b
sapuanm omeema: TUIA C KPATKUM
Uro Takoe nonuruka 6ezonacHocta MC? OTBETOM
a) CIIMCOK 3allpelIEHHBIX CalTOB;
0) KOMIUIEKC pyKOBOJICTB U TPeOOBAHUI 1O
o0ecreyeHn0 He00X0AUMOTO YPOBHS O€30MaCHOCTH
(mpaBwIIa, MPOIEAYPHI, OTBETCTBEHHOCTH );
B) JIOTOBOD C MPOBaiIepoM;
T) )KypHaJ yuéra 000py/10BaHuUs.
6 Ilpouumaiime mexcm u @vibepume 0OuH NpaguibHLIL | 3agaHus OTKpeITOro | b

sapuanm omeema:
Kakoii MeToJ1 3a1IUThI IpeAToIaraeT UCIoJIb30BaHHe
napoJiei, TOKeHOB, OnoMeTpuun?

a) mmdpoanue;

0) ayreHTH (UK U aBTOPU3ALINS;

B) p€3€pBHOE KOIIUPOBAHMUE;

I') MOHUTOPHUHT CETH.

TUIIa C KPAaTKUM
OTBCTOM

OK 4 D¢ pexTnBHO B3aM01€iiCTBOBATH M PA00TATh B KOJJIEKTHBE U KOMaH/Ie
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Homep
3a/laHus

DopMynMpoOBKa 3aJaHUs

Tumn 3aganus

Koy k oieHuBaHuIo 3a1aHUSA

7

Ilpouumatime  mexcm u HEeCKOIbKO
NPABUNILHBIX ONEEMO8:

Yro sBII€TCS OCHOBHOM 33]a4€il CUCTEM YIIpPaBJICHUS
POM3BOIUTENHFHOCTHIO pHIIoKeHu (Application
Performance Monitoring, APM)?

A. IlocTostTHHBIH MOHUTOPUHT POU3BOAUTEIBLHOCTH
MIPUITOKEHU I

b. OGHapykeHue U TUarHoCTUKA y3KUX MECT U
po06JieM MPOU3BOIUTEILHOCTH

B. Koopaunanus neiicTBuil COTpYAHUKOB CIIY>KOBbI
MOAJIEPKKH

I'. 'apanTHpOBaHHOE PE3EPBHOE KONMPOBAHUE JAHHBIX
J. OnTumMuzanus nporu3BOAUTEIBHOCTH PHIIOKEHUN
MyTEM BBISIBJICHUS HEA(D(PEKTUBHBIX y4ACTKOB KOJ1a

E. Ob6ecnieuenue HempepbIBHON JOCTYITHOCTH CEPBEPOB
K. NudopmupoBanue o nokazaresisix
IIPOU3BOJUTENIBHOCTH B PEXKUME PEATILHOTO BPEMEHNU

svlbepume

3a,I[aHI/I${ OTKPLITOI'O
THUIIa C HCCKOJIbKUMH
IIpaBUJIbHBIMU
OTBCTaMH

A,b,J1K

Ilpouumaiime mexcm u vibepume 0OUH NPABUTLHDBIL
sapuanm omeema.:

Jnis uero npuMeHsoT muQpoBaHue TaHHBIX?

a) Il YCKOPEHMS TIepeiavuu;

0) A7 3aIIMTHl KOHPUIEHIIMAIBHOCTH IPU XPAaHEHUU U
nepeaaye (gaxke Mpy repexBaTe JaHHBIE OCTAIOTCS
HEUNTAeMbIMH);

B) /Il yMEHBIIEHUS pa3Mepa (ailyios;

I') JJIs1 aBTOMATUYECKOTO yAaleHHsL.

33.IlaHI/I$I OTKPBITOI'O
THUIIa C KPAaTKUM
OTBCTOM

OK S OcymecTB/ISITh YCTHYIO M IICbMEHHYI0 KOMMYHUKAIMIO HA TOCY1aPCTBEHHOM

COMUAJTBHOI0 U KYJbTYPHOI'0 KOHTCKCTA

si3bike Poccuiickoii degepannu ¢ yueToM 0CO0eHHOCTEH

9

Ilpouumatime mexcm u @vibepume 0OUH NPABUNLHBIU
sapuanm omeema:

Urto Takoe MexceTeBoi skpaH (firewall)?

a) mporpaMma Jijisi yCKOpPEHHsI HHTEPHETA,

3agaHusi OTKPBITOTO
THUIA C KPATKUM
OTBETOM

b

11




Homep
3a/laHus

DopmMyIHPOBKA 3aJaHUS Tun 3ananus

Koy k oieHuBaHuIo 3a1aHUSA

0) cpeacTBO GUIBTPALIMH CETEBOTO Tpadrka Ha OCHOBE
npaBui (pa3pemnTh/3anpeTuTs [P, mopThl,
MIPOTOKOJIBI);

B) MHCTPYMEHT JJIsl B3JIOMa CETEH;

T') CEpBHUC 00JIAYHOTO XPAHCHHUS.

10

Ilpouumatime mexcm u 6vibepume 00uH npasuivHulll | 3amaHus OTKpeIToro | b
sapuanm omeema.: TUIIA C KPATKHM
Uro Brmouaet ayaut 6e3omnacHocta MC? OTBETOM

a) TOJILKO MPOBEPKY HAINYHS aHTHBHPYCOB,

0) aHaM3 )KypHAJIOB, KOH(UTYpAIii, yI3BUMOCTEMH,
COOTBETCTBUS IMOJIUTUKAM, TECTUPOBAHUE HA
IPOHUKHOBEHUE,

B) OIIPOC IOJIL30BATEICH O YI00CTBE CHCTEMBI;

T') MOJCYET KOJIMYECTBA CEPBEPOB.

OK 6 IIposiBJsAATH I'PasKAAHCKO-NIATPHOTHYECKYIO NO3HIHIO0, IEMOHCTPHPOBATH 0CO3HAHHOE MOBECHNE HA OCHOBE TPAAMIHOHHBIX POCCHICKHUX
AYXOBHO-HPABCTBEHHBIX LIEHHOCTEH, B TOM YHCJIe ¢ y4eTOM FapMOHHM3ALMH MEKHALIMOHAIbHBIX H MeKPeJTUTHO3HbIX OTHOIIEHUI, IPUMEHATH

CTAHAAPTHI AHTUKOPPYNIHHUOHHOT0 MOBCACHUSA

11 Ilpouumatime mexcm u @vibepume oOuH npasunbhvii | 3agaHusi oTKpeiToro | b
sapuanm omeema: THUTIA C KPATKUM
Uro Takoe «ySI3BUMOCTB» B KOHTEKCTE OTBETOM
UH(POPMALIMOHHOM Ge30macHoCTH?
a) omroOKa MoIb30BaTEIIs;
6) cmaboe mecto B cucreme (B I1O, koHburypamum,
mporieccax), KOTOPOe MOXKET ObITh MCIOJb30BaHO IS
aTaKu;
B) ycTapeBmuii Opaysep;
I') ME/IJICHHOE HHTEPHET COEIMHEHUE.
12 Ilpouumatime mexcm u @vibepume oOuH npasunbhviii | 3agaHus oTKpeiToro | b

sapuanm omeema: THUTIA C KPATKUM
Kakoii TokyMeHT onpenessieT AeHCTBUS TPU OTBETOM
unuuaente Ub (nanpumep, npu B3nome)?

a) TPY/I0BOH JIOTOBOD;

0) ruian pearupoBaHust Ha HHIUACHTH (Incident

12




Homep
3a/laHus

DopmMyIHPOBKA 3aJaHUS Tun 3ananus Kurou x onieHMBaHuIO 3a0aHUs

Response Plan, IRP);
B) TEXHUYECKOE 3aJlaHue Ha pa3paboTKy;
I') CIIUCOK KOHTAKTOB ITOCTABITUKOB.

OK 7

CoaeiicTBOBATH COXPAHEHUIO OKPY KaIOlIel cpebl, pecypcochepekeHn 0, IPUMEHATh 3HAHUSA 00 M13MEHEeHUHU KJIUMATAa, IPUHIIAIbI
0epe:kJIMBOro NPON3BOACTBA, 3P PEeKTHBHO 1eHCTBOBATH B YPE3BbIYAHHBIX CUTYAIUAX

13

Ilpouumatime mexcm u  6vlbepume  Heckolvko | 3amanus oTkpeitoro | A,B,I
NPABUNILHBIX OMBEMOB: TUIIA C HECKOJIBKUMHU
Uro Takoe «ypOBEHb CEPhEIHOCTH (Severity) omnoKu? MIpaBUJIbHBIMU

A. TTapametp, XapakTepu3yrOLUil MacITadbl OTBETaMHU
HETaTHBHOTO BO3/ICHCTBHSI OIIMOKHU HA CHCTEMY

b. Kareropusi, nokassiBaroliasi 4aCTOTY MOSIBIECHUS
OIINOKHU

B. BennuuHa, oTpaxaromnas 3HaUUMOCTb OILIUOKY JUIs
MI0JTb30BATEISI WM KITMEHTA

I'. ATpuOyTt, yKka3bIBaIOIIMi HA CTENIEHb PHCKa JUIs
HOPMAaJIbHOTO (DYHKIIMOHUPOBAHUS CHCTEMBI

. Unaexc, AEMOHCTPUPYIOIIMM CII0KHOCTD
WCIIpaBJICHUS OMIMOKHI

E. lllkana, olleHuBaroIas BIMSHAE OLIMOKN Ha
penyTanuio KOMIaHHN

14

Ilpouumaiime mexcm u 6vlbepume 0OUH NpasuilbHull | 3aaaHus oTKpeiToro | b
eapuanm omeema: THTIA C KPATKUM
KTO Hecér okoHYaTeNbHYI0 OTBETCTBEHHOCTD 3a OTBETOM
3anIMIIEHHOCTH JaHHEIX B UC?

a) psI0BOM MOJIb30BATENb;

0) Biazesner| (onepaTop) HHGOPMAITMOHHON CHCTEMBI;
B) BHEILLIHUW ayAUTOD;

I') IOCTABIIMK 000PYAOBaHHUS.

OK 8 Hcnosb3oBaTh cpeacTBa GU3NYECKOH KYJbTYPHI AJI51 COXPAHEHHUS M YKPeIJICHHUsI 310POBbsl B IpoLecce NpophecCHOHAJIbLHOM

AeATeJIbHOCTH U MOJA/Iep:KaHusA He00X0IMMOr0 YPOBHS (pr3nueckoii MOAroTOBJIEHHOCTH

15 Ipouumaiime mexcm u 3anuwiume omeem 8 guoe MmepmMuna. 3amgaHus OTKPBITOTO b
Kaxoe cpenctBo (hn3nueckoi KyIbTyphl CIIOCOOCTBYET THTIA C KPATKUM
BOCCTAHOBJICHHUIO TIOCTIC JUTUTEIBHOHN CHJTUYeH paboThI? OTBETOM

13




Homep
3a/laHus

DopMynMpoOBKa 3aJaHUs

Tumn 3aganus

Koy k oieHuBaHuIo 3a1aHUSA

A) UpesmepHoe ynotpebnenue xode.

b) MenuTarus u npIxaTeabHbIC MPAKTHKH.
B) JlnmuTenbHbIe KOMIIBIOTEPHBIC UTPHI.

I') YacTele IpueMbl )KUPHOHU MUK

16

IIpoyumaiime mexcm u 3anuwiume omeem 6 guoe MePMUHA:
Kakast npuBBIYKa TOMOTaeT NOAAEPKUBATH PU3MUECKOE
3JI0POBBE B MEPHOJ] AKTHBHOM MpodeccnoHaaIbHON
JEeATENLHOCTH?

A) ManonoaBrKHBINA 00pa3 KU3HU.

b) Con meHee T 9acoB B CYTKHU.

B) Perymsipabie 3aHATHS QU3KYIBTYPOH H CLIOPTOM.

I') HemocTatouHoe nuTaHne U epeyTOMIICHHE.

3agaHusi OTKPBITOTO
THUIA C KPATKUM
OTBETOM

OK 9 Iloab30BaThbest NpohecCHOHAIBHOM JOKYMEHTaIMel Ha TOCYAapCTBEHHOM M HHOCTPAHHOM fI3bIKAX

17

Ilpouumatime mexcm u oatime pazéepHymslii OMeem.
Uto Takoe «otuéT 00 MHIMAEHTe» (incident report) B
KOHTeKcTe cOopa omuook?

A. Ileproanueckuii OTYET O KOJIMYECTBE OMIMOOK 3a
OIIPEACIEHHBIA TPOMEXYTOK BPEMEHU

b. OnepatuBHbII TOKYMEHT, COIEP KA
UH(POPMALIHIO 0 KOHKPETHOM COOBITHH WM IIpobeme
B. KomnuiekcHBIN aHaJIN3 COCTOSHUS
UH(POPMALIMOHHOM CUCTEMBI

I'. Pe3ynprar aHanu3a J0roB Ha IPEAMET BBISBICHUS
CKPBITBIX OIINOOK

J1. BHyTpeHHsIs TOKyMeHTallus, ONKChIBatoIas oo1me
HOPUHIUIBI paOOTHl CUCTEMBI

3aJaHue OTKPBITOTO
THIIA C Pa3BEPHYTHIM
OTBETOM

b. OnepatuBHBII TOKYMEHT, COEpKalliil HHPOPMALIHIO O
KOHKpPETHOM COOBITUM UM npobieme. OTYET 00 MHLIKUICHTE
(incident report) — 3TO [OKYMEHT, CO3/JaHHBIA B
pesynbpTaTe 3apUKCUPOBAHHON MPOOJIEMBbl WM HHITUICHTA
B nH(popmannonHoii cucteme. OCHOBHOI 3afauell TakOTro
OoTuéTa SIBISETCS OBICTPOE W TOYHOE OTPAKEHHE CYTH
MIPOU3OMIENIIIET0 COOBITHSI, YTO TMO3BOJIAET CBOEBPEMEHHO
HayaTh paboOTy MO YCTPAHEHUIO MPOOJIEMbI U MPOBEACHUIO
paccieioBaHusl.

18

Ilpouumatime mexcm u @vibepume 00UH NPABUNLHBIU
sapuanm omeema:

Urto Takoe aBTOpU3aLU?

a) IpOBEpKa JTUYHOCTHU MOIb30BATEIIS;

0) ompesiesieHNE MPaB U pa3peIieHUi MoJIb30BaTENs B
cucreMe (4TO OH MOJKET JIeNaTh);

B) CO3/1aHUE YUETHOH 3aINCH;

T') BBIXOJ] U3 CUCTEMBI.

3agaHusi OTKPBITOTO
THUIA C KPATKUM
OTBETOM

14




Homep
3a/laHus

DopMynMpoOBKa 3aJaHUs

Tun 3ananus

Koy k oieHuBaHuIo 3a1aHUSA

IIK 6.1 PazpabdaTpIBaTh TeXHHYECKOE 32JaHHE HA CONPOBOKIeHNE HHGOPMAIMOHHON CHCTEMbI

19

Ilpouumaiime mexcm u 8vlbepume 0OUH NPABUTLHBIL
sapuanm omeema.:

Kako# npuHIMI NpearonaraeT, 4To noJb30BaTellb
HOJIy4aeT TOJIbKO TE MpaBa, KOTOPble HEOOXOAUMBI JUIs
BBITIOJIHEHUS €T0 3a/1a4?

a) IPUHLUI HEOTPAHUYEHHOTO J0CTYIIa;

0) NpUHLIMII MUHUMAaJbHBIX NpuBMieruil (least
privilege);

B) MPUHIIUI OTKPBITOTO JAOCTYTIA;

I') IPUHIUI €MHOHAYAIIHS.

3aaHusl OTKPHITOrO
THIIa C KPATKUM
OTBETOM

b

20

Ilpouumatime  mexcm u HEeCKOJIbKO
NPABUILHBIX OTNEEMO8:

[Touemy BakHO CTaHAAPTU3UPOBATH POpMAT 3aruceit
00 ommbkax?

A. Yrpoiaet YTeHUE ¥ aHAJIU3 JIOTOB Pa3HBIMU
CIeUaIucTaMu

b. [ToBbImIaeT CKOPOCTH BBISIBIICHUS] KOPHEBBIX MPUYUH
OIInO0K

B. Coxparraer pacxo/ibl Ha MOKYIIKY TOTOJIHUTEIEHOTO
o0opymoBaHus

I'. Yiyumaer B3auMOJIECTBUE MEXKITY
pa3paboTYUKaMH U TECTHPOBIIMKAMU

J. MuHUMU3HpYyeT yCUIIUS 1O MOUCKY OIIMOOK B
00JBIIOM 00BEME TaHHBIX

E. I1o3BossieT 0TKa3aTbCsi OT HCIOJIb30BAHUS
CIEHATU3UPOBAHHBIX HHCTPYMEHTOB MOHUTOPUHTA

evlbepume

3aaHusl OTKPHITOrO
THUIA C HECKOJIBKUMU
MIPaBUIIHLHBIMH
OTBETaMH

ABIJ

IIK 6.2 Beino/iHSAITH HCHIPABJICHHE OIUMOOK B IPOrPAMMHOM Ko/Ji¢ HH(GOPMALMOHHO CHCTEMBI

21

IIpouumaiime mexcm u @vibepume 0OUH NPABUNLHBIL
eapuanm omeema:

Yro BKIIOYAET yNPaBICHUE YUETHBIMU 3aIIUCIMU?

a) TOJIBKO CO3/1aHNE HOBBIX AKKayHTOB;

0) co3nanue, N3MEHEHUe, OJIOKUPOBKY U yJaJIeHUE

3aaHusi OTKPBITOTO
THTIA C KPATKUM
OTBETOM

b

15




Homep
3a/laHus

DopMynMpoOBKa 3aJaHUs

Tumn 3aganus

Koy k oieHuBaHuIo 3a1aHUSA

y4ETHBIX 3aIllUCel, YIIPaBICHUE MAPOJIIMH U IIPaBaMH;
B) MOHUTOPUHT CETEBOTO TpaduKa;
') HACTPOWKY CEpPBEPHOTO 00OPYIOBAHUS.

22

Ilpouumaiime mexcm u 8vlbepume 0OUH NPABUTLHBIL
sapuanm omeema:

3aueM UCNOIb3YIOT POJIEBYIO MOJIENb IOCTYIIA
(RBAC)?

a) 9TOOBI KaXKIbIH TOJTB30BATENb UMEIT YHUKAIbHBIC
paBa;

0) 4T0OBI IPyNIIUPOBATH MpaBa 1o
JOJKHOCTSAM/(DYHKIMSM U YIIPOUIaTh YIpaBlIeHUE
JOCTYIIOM;

B) 175 KU (pOBaHUS MOJIH30BATEIbCKUX JAHHBIX;

T) ISl BEJIEHUS KypHaJia ayInTa.

3aaHusl OTKPHITOrO
THIIA C KPATKUM
OTBETOM

I1K 6.3 PazpadaTbiBaTh 00y4a0UIyI0 JOKY

MEHTALUIO VI N0Jb30BaTe1eH HH(POPMALMOHHOH CHCTEMbI

23

Ilpouumatime mexcm u @vibepume 0OUH NPABUNLHBIU
sapuanm omeema:

Uro Takoe MHOro¢aktopHas ayrentudukanus (MFA)?
a) BBOJI OJTHOTO CJIO>KHOTO MapoJIs;

0) UCTIOTB30BaHME IBYX WM 00JIe€ METOJI0B
MOJTBEPKICHUS JIMYHOCTHU (Hampumep, mapoib + SMS
KOJI);

B) CMEHA MapOoJIs KaXK/blE 5 MUHYT;

r) Guomerpuueckas uaeHTuuKanus 6e3
JIOTIOJIHUTEIIbHBIX (DAaKTOPOB.

3amanusi OTKPHITOTO
THUTIA C KPATKUM
OTBETOM

b
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Ilpouumatime mexcm u @vibepume 00UH NPABUNLHBIU
sapuanm omeema:

KT0 06p14HO OTBEUaeT 3a Ha3HAYEHHE U KOHTPOJIb IIPaB
nocrymna?

a) caMH TI0JIb30BaTeIIH;

0) aAMUHUCTPATOPBI CUCTEMBI WITH
crienuaau3upoBaHHblie ciryx061 Ub;

B) BHEIIHUE ayIUTOPBI;

3agaHusi OTKPBITOTO
THUIA C KPATKUM
OTBETOM

16




Homep
3a/laHus

DopMynMpoOBKa 3aJaHUs

Tun 3ananus

Koy k oieHuBaHuIo 3a1aHUSA

r) pazpadotunku [10.

IIK 6.4

OueHuBaTh Ka4eCTBO U HA1eKHOCTh (PDYHKIMOHMPOBaHUS NH(POPMALMOHHOM

3aJaHus

CUCTEMBI B COOTBETCTBUU C KPUTEPUAMU TEXHUIECCKOT' O

25

Ilpouumaiime mexcm u 8vlbepume 0OUH NPABUTLHBIL
sapuanm omeema.:

UTto 10KHO OBITH 3a)UKCHPOBAHO B PETriIaMEHTE
yIpaBJICHUS TIOCTYIIOM?

a) TOJIBKO CITMCOK TTOJIh30BaTElICH;

0) mpoueaypsl CO3aHUs/U3MEHEHU S/ yIaIeHUS
YUETHBIX 3aIlMCEeH, MpaBuiIa Ha3HAYCHUS TIPaB, CPOKH
NCHCTBUS, TIOPSJIOK ay/IUTa,

B) IP anpeca Bcex paboumnx cTaHIINif;

T') UICTOPHSI CMEHBI MapoJiel 03 KOHTEKCTa.

3aaHusl OTKPHITOrO
THIIA C KPATKUM
OTBETOM

b

26

IIpouumatime mexcm u oatime pazeepHymbiii OMeem.
Kakoii MmeTos c6opa omuOoK mpenoaaraeT akTHBHOE
B3aUMOJICUCTBUE C MOJIb30BaTeieM?

A. ABTOMAaTHYECKO€ KypHATUPOBAHHE OIIHOOK
(logging)

b. AHKeTUpOBaHUE U HHTEPBbIOUPOBAHUE
II0JIB30BaTENEN

B. MOHUTOPHUHT TPOU3BOAUTENBHOCTH CUCTEMBI

I'. Ananu3s ceteBoro Tpaduka

1. MexaHu3M aBTOMaTH4YECKOTO OOHAPYKEHUS U
OTIPABKU COOOIEHNN 00 OMmMOKax

3a/iaHue OTKPBITOrO
THUIIA C Pa3BEPHYTHIM
OTBETOM

b. AHkeTupoBaHHE M MHTEPBBIOMPOBAHME IOJIb30BATEIEH.
Metonom cbopa ommOOK, MOJPa3yMEBAIOLIIUM AKTUBHOE

ydactue

IMOJIB30BATECIA, ABJACTCA  AHKCTUPOBAHUC U

HHTCPBLIOMPOBAHUC.

IIK 6.5

TeX

HHU4YECCKHUM 3aJaHUEM

OcyllleCTB.]IﬂTb TEXHUYECKO€C CONMPOBOKACHUEC, O0HOBJIEHHE H BOCCTAHOBJIEHHE JAHHBIX HH(l)OpMaHHOHHOﬁ CHCTEMBI B COOTBETCTBHUHU C

27

Ilpouumaiime  mexkcm u  6vibepume  HeCKOIbLKO
NPABUIILHBIX OMBEMO8:

Yro obecrieunBaeT CUCTEMa OTCIICKUBAHUS OLITHOOK
(bug tracking system)?

A. ABTOMaTHYeCKOE HCIIPaBICHHE OMMOOK B KOJIE

b. IlenTpann3oBaHHYIO PErUCTPALIMIO U KOHTPOJIb

3aﬂaHI/IH OTKPBITOI'O
THUIIa C HCCKOJIBKUMHA
IpaBHUJIbHBIMU
OTBETaAMH

COCTOSIHUS OLIMOOK

b,B,I',]

17




Homep
3a/laHus

DopMynMpoOBKa 3aJaHUs

Tumn 3aganus

Koy k oieHuBaHuIo 3a1aHUSA

B. Yno6Hoe B3aumoieiicTBHE pa3pabOTIMKOB U
TECTUPOBIINKOB

I'. XpaHumnuie HICTOPUISCKUX JaHHBIX 00 ommobOKax
J. ABTOMaTHYECKYIO0 HHTETPALINIO C CUCTEMO
KOHTPOJISI BEPCHIA

E. CpenctBa ais arperupoBaHus METPUK
MIPOM3BOIUTEIIHHOCTH
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Ilpouumaiime mexcm u 8vlbepume 0OUH NPABUTLHBIL
sapuanm omeema:

3aueM MPOBOJAT AyIUT HOCTyIa?

a) s GopMabHOM OTYETHOCTH

0) 94TOOBI TPOBEPUTH COOTBETCTBHUE TEKYIIUX TIPAB
3asBJICHHBIM POJISIM, BBISBUTH U30BITOUHBIC WU
yCTapeBIIne MpaBa;

B) 4TOOBI 3a0JIOKMPOBATH BCEX MOJIb30BATENEH Ha
BpEMsI IIPOBEPKH;

') YTOOBI CMEHUTH BCE MAPOIU aBTOMATUYECKH.

3aaHusi OTKPHITOrO
THIIa C KPATKUM
OTBETOM
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