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COOTBETCTBHH C TpeboBaHmsMU DenepalbHOTO rocyJapCTBEHHOTO 00pa3oBaTeIbHOTO CTAHIaPTa I10
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P® or 9 mexabps 2016r. N 1547, 3apeructpupoBaH MUHHCTEPCTBOM HOCTHIUH Poccuiickoi
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1. OBIIAS XAPAKTEPUCTHUKA PABOYEW ITPOI'PAMMBI

YUYEBHOU

JUCIHUIIVIMHBI «OIl.11 KOMIIBIOTEPHBIE CETH»
1.1. MecTo AUCHMILVIMHBI B CTPYKType OCHOBHOH NpogeccHoHAIBLHOI 00pa3oBaTe/bHOM

NpPOrpamMmbl
VYyebnas JTUCLHUILIINHA «KommnbrorepHsie CETH TIPUHAIJICIKUT K
obmenpodeccCuoHaATbHOMY ITUKITY.

1.2. Heab ¥ mu1aHnpyemble pe3yJbTaThl 0CBOCHHUS JUCHMIIIUHbI:

KO?)]EIK’ Ymenus 3Hanus
OpranuzoBbiBaTh ¥ KOHQUTYypupoBaTh | OCHOBHBIE MOHSTHS KOMITBIOTEPHBIX
KOMITbIOTEPHBIE CETH; ceTed: TUMBI, TOMOJIOTHH, METOJIbI

OK 01.; Ctpouts wu AHAIM3UPOBATL  MOJENH | IOCTYNA K CPEfe nepenatu;

OK 02.: KOMITBIOTEPHBIX CETEH; AnmapartHbie | KOMIIOHHTI

OK 04.: O} dexTuBHO UCHOIB30BATh aNNapaTHBIE U | KOMIIBIOTEPHBIX CETEH; }

OK 05.; IpOrpaMMHBIC 5 KOMIOHEHTHI | [IpuHUMIIBI MaKeTHOM nepeaadn

OK 09.: KOMIIBIOTEPHBIX ~ CETel TpU  pEUICHHH | JaHHBIX; )

MK 5.3.; pa3sIHYHBIX 3a1a4; [TonsiTve ceTeBOM MOJICIH;

MK 6.1.: Bemonusate cxembl u  ueprexu 1o | CereByro momens OSI u gpyrue

TIK 6.5.: CIIELNAJIbHOCTH c WCIIOJIb30BAHUEM | CETEBBIE MO/ICIIH;

MK 7.1.: MPUKIIATHBIX TPOTPAMMHBIX CPE/ICTB; § [IpoTOoKONBI:  OCHOBHBIE TOHATHA,

K 7.2.: PabGoTaThe ¢ mpoTOKOIaMHU pa3HBIX YPOBHEW | IPUHITUIIBI B3aMMOJICHCTBHSI,
(Ha ~ mpuMepe  KOHKPETHOTO  CTeKa | pa3iuyuus u 0COOEHHOCTH

IIK 7.3.;

1K 7.4.: npotokoiioB: TCP/IP, IPX/SPX); pacpocTpaHEHHBIX MIPOTOKOJIOB,

K 7.5. VYcTaHaBnuBaTh U HaCTpaWBaTh MapaMeTpPhl | yCTaHOBKA IPOTOKOJIOB B
MPOTOKOJIOB; OTIEPAIIMOHHBIX CHCTEMaX;
OOHapyXuBaTh U YCTPAHATh OIIMOKU TpH | AJpecaniiio B CETSIX, OPTaHHU3AINI0
nepeaayde JaHHBIX; MEKCETEBOT'0 BO3/ICUCTBUS




2. CTPYKTYPA U COJEP)KAHUE YUEBHOM JUCIHUILIIMHBI «OI1.11
KOMIIBIOTEPHBIE CETH»
2.1. O0beM y4eOHOM NTMCHUILIMHBI U BU/IbI Y4eOHOH padoThI

. Oo0beMm B

Buj yueOHoit padoThl
yacax

O0bem o0pa3oBaTeIbHOI POrpaMMBbl 50
B TOM YHUCIJIE:
TEOpETHYECKOe 00yUeHne 26
IIPAKTUYECKUE 3aHATUSA 24
CamocrositenbHas pabora -
IIpome:xxyTouyHas arrecrauus B popMe 1uppepeHIUPOBAHHOIO 3a4eTa




2.2. TemaTnyecknii miiad u cogepxanure yueonoi nucuunianubl «OILL11 KOMIIBIOTEPHBIE CETH»

HaumeHnoBanue
pa3aesioB U TeM

Coaeprxanue yue0HOro MaTepuasa u (popMbl OPraHU3AIUH A€ATEIbHOCTH 00yYaIOIUXCH

O0neM B yacax

Koapl koMmmeTeHIui,
(popmupoBanuio
KOTOPBIX COCOOCTBYET
3J1eMeHT NPOrpaMMbl

Tema 1. O6mue

Copaeprxanue yuedOHOro MaTepuasia

OK 01.; OK 02.; OK

CBe/leHus 0 04.; OK 05.; OK 09.;
KOMULIOTEPHOR T ry o ysrre KOMIIbIOTEPHOH ceTH (KOMIBIOTEPHAs CETh, CETEBOE B3aUMO/ICHCTBIE, aBTOHOMHAsI IK 5.3, 1IK 6.1.; TIK
cern cpejla, Ha3HaYEHHE CETH, PECYPChI CETH, MHTEpAaKTUBHAs CBA3b, lHTepHeT). Kinaccupukanms 6.5, IIK 7.1, 1IK 7.2.;

KOMIILIOTEPHBIX CeTeil 110 CTENEHN TEPPUTOPUATBLHOM pACIIPENETIEHHOCTH: JIOKAIbHEIE, IIK 7.3.; IIK 7.4.; TIK

rinobanbpHBIE CETH, CeTH MaciiTaba ropoaa. Kinaccudukamnus cereil mo ypoBHIO 7.5.

aJIMAHUCTPATUBHOH MOAJCPKKH: OJJHOPAHTOBBIE CETH, CETH Ha OCHOBE cepBepa. Knaccudpukanms

ceTell o TOMOJIOTUH. 12

MeTtoabl 1ocTyna K cpeje nepeaayu aHubix. Knaccudukanus MeTonoB noctymna. MeToasl

noctyna CSMA/CD, CSM/CA. MapkepHble METO/IBI IOCTYTIA.

Cetesble moaesn. [loustue cereBoit Monenu. Mogens OSI. Ypoeau Mmogenu. Bzaumonericteue

yporHeii. Untepdetic. Dynkiuu yporHeit mogenu OSI. Monens TCP/IP.

B ToM yncie IpaKTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT

CamocTosiTesibHast paboTa 00yyaromuxcs
Tema 2. Coaep:kanne y4e0HOr0o MaTepHaJIa OK 01.; OK 02.; OK
AnnapaTHbie dDu3uyecKue cpenbl mepenayn JaHHbIX. Turer kabenel u ux xapakTepucTuku. CpaBHEHUS 04.; OK 05.; OK 09.;
KOMIIOHEHThI kaOeneit. Turbl ceTei, TMANI 1 KaHaOB CBs3U. COSMHUTENN, KOHHEKTOPHI [Tl Pa3TMIHBIX 1K 5.3.; TIK 6.1.; TIK
KOMIILIOTEPHBIX | TUNOB Kabeiel. IHCTpYMEHTHI JUIsi MOHTaXa U TeCTUPOBaHUsI KaOEbHBIX CHCTEM. 6.5.;TIK 7.1.; TIK 7.2.
ceTei. BecnipoBoiHbIE Cpebl epeaayn JaHHBIX. . .

KommyHnunkanuonnoe obopynosanme cereil. Cerenble afantepsl. DyHKINN U XapaKTEPUCTUKH 12 gﬂg 735 MK 74,5 1K

ceTeBBIX amanTepoB. Knaccudukanms ceTeBbx agantepos. paliBepbl ceTEBBIX aalTePOB. e

YcraHoBKa 1 KOHQUTYpUPOBAHKE CETEBOTO afantepa. KoHIeHTpaTopsl, MOCTHI,

KOMMYTHPYIOIIHE MOCTBI, MapIIPYTU3aTOPBI, IITIO36I, UX Ha3HAYEHNE, OCHOBHBIEC ()YHKIINH U

rapaMeTpel.

B ToM yncie npakTHYeCKUX 3aHATHI U J1a00paTOPHBIX padoT

CamocTosiTeibHasi padoTa 00y4Yalommxcs
Tema 3. Coneprxanue yuedOHOT0 MaTepHuasia OK 01.; OK 02.; OK
Iepenaya TeopeTnyeckne ocCHOBBI epenavyu qaHHbIX. [loHsATHE cuTHANA, TAaHHBIX. MeTo bl 10 04.; OK 05.; OK 09.;
}z:::ux no KOAMPOBaHMA AaHHBIX NP nepenade. Monymsiuus curaaioB. Metozas! onudposku. Ionstre TIK'5.3; TIK 6.1.; TIK

KOMMYTaIlUuu. KOMMYTaLII/ISI KaHaJIOB, ITAKCTOB, COO6m€HHﬁ. Ilonsarue nakera.

6.5;IIK7.1;1IK 7.2




IIpoToxoJibl 1 cTekn MPoToko0J0B. CTpykTypa ctekoB OS], IPX/SPX, NetBios/SMB. Crek
npotokonoB TCP/IP. Ero coctaB 1 Ha3HaueHHE KaXA0T0 MPOTOKoia. Pactipenenenme
IPOTOKOJIOB 10 Ha3HadeHuto B Moaenu OSI. CereBble ¥ TpaHCHOPTHBIE MPOTOKOIBL. [IpoToKoms!
npukaanHoro yposas FTP, HTTP, Telnet, SMTP, POP3.

Tuns! aapeco creka TCP/IP. Tunst anpecos creka TCP/IP. Jlokanbubie agpeca. Ceterbie IP-
anpeca. Jlomennbsie umeHa. @opmart u kiaccsl [IP-aapecos. [loaceTu u macku nojcereil.
Ha3nauenue agpecoB aBTOHOMHOM ceTH. LleHTpann3oBaHHOE pacnpeeieHue aipecoB.
Oto6paxenue [P-anpecoB Ha nokansHble agpeca. Cucrema DNS.

B ToMm unciie mpakTHYECKUX 3aHATHI U J1a00PATOPHBIX PadoT

CamocTosiTeibHast padoTa 00yYalonuxcs

IIK 7.3.; IIK 7.4.; IIK
7.5.

Tema 4.
CeTteBhIe
apXUTEKTYpPHI

Conep:xanue yueOHOro MaTepuaJia

TexHOIOTUH TIOKANBHBIX KOMIBIOTEpHBIX ceTelt. Texnomorusa Ethernet. Texnonmorun TokenRing
u FDDI. TexHonoruu 6ecipoBOIHBIX JOKANBHBIX CETEH.

TexHoMmornu riaodanbHeIX ceTeid. [[puHIHIITBI ToCcTpoeHns TI00ANBHBIX ceTei. OpraHu3arus
MEXKCETEBOT0 B3aMMOJEHCTBUS.

B Tom uyncie npakTUYECKUX 3aHATHIA M J1a00PATOPHBIX PadoT

CamocTosiTeibHas padoTa 00yyalonuxcs

12

OK 01.; OK 02.; OK
04.; OK 05.; OK 09.;
I[IK 5.3.; TIK 6.1.; IIK
6.5;IIK7.1.;1IK 7.2.;
IIK 7.3.; IIK 7.4.; IIK
7.5.

TemaTnka NnpakTHYecKux pador:

[HocTpoeHne cxemMbl KOMIBIOTEPHOU ceTH

MomnTax kabenbHBIX cpen TexHomoruit Ethernet

ITocTpoeHne OIHOPAHIOBOU CETH

HacTtpoiika nporokosnoB TCP/IP B onepaiiioHHBIX cucTeMax

Pabora ¢ nuarnoctuueckumu yrunutamu nporoxona TCP/IP

Pemenue npodsiem ¢ TCP/IP

[IpeobpazoBanue Gpopmaror IP-aapecos. Pacuer IP-anpeca u macku mojaceTu
HacTpolika yajleHHOro JOCTyna K KOMIBIOTEPY

IIpomexxyTounas arrectanusi B popme auddepeHIPOBAHHOIO 324eTa

Bcero:

50




3. YCJIOBUS PEAJIN3AIIMN YYEBHOM JUCIHUIIINHBI

3.1. [Jns peanu3anmuum NPOrpaMmMbl Y4eOHOH JUCUMILIMHBI OJIKHBI OBITh
NpeayCcMOTPEeHbI cJIeAyIue clieliaJbHble OMelleHUs:

Jlaboparopus «IIporpammHoro oOecned4eHUs U CONPOBOXKIEHUS KOMIBIOTEPHBIX
CUCTEM», OCHAIlEHHas: aBTOMATH3UpPOBaHHbIC paboure wmecra Ha 12 oOydarommxcs,
aBTOMATU3UpOBaHHOE paboyee MecTto mnpenoaaBarens. KommbploTepsl B KOMIUIEKTE C
JMIIEH3UOHHBIM TPOTPaMMHBIM obOecriedeHrneM (cuctemublii 0ok BigTech B4> (B4-7378)i5-
12400/H610/16Gb/SSD512/500W/W10P -13 mT., Mounutop Xisomi A27i (ELAS5345EU)
27/FHD/IPS/ 100Hz/250cd/HDMI/DP — 13 mmr.), M®Y Canon i-SENSYS MF461dw
(5951C020), nocka unrepaktuBHas IQBoard DVT TN092, npoekrtop Infokus IN0024ST DLP
3800Lm LS (1024x768) 30000: pecypc nammbl: 15000uacoB 1xUSB typeA 2xHDMI,
MapKepHas J0CKa.

[Iporpammuoe  obecneueHne  oOmero W NPOPECCHOHATBHOIO  HA3HAYCHHUS.
ABTOMaTH3UpOBaHHbIE  pabouyne  Mecra  OOecreyeHbl  JOCTYIOM B 3JIEKTPOHHO-
MH(OPMaLIMOHHYI0 00pa30BaTENIbHYIO0 CpEly YHHMBEPCUTETA, C BBIXOJOM B HH(OPMALMOHHO-
KOMMYHHUKAIIMOHHYIO ~ ceTb  "MuTepHer", oOecrneueHbl  KOHTEHTHOW  (uibTpaiued,
CHEIUAIM3UPOBAHHBIM IIPOTPAMMHBIM 00€CIICYCHHEM

JIn1eH3snOHHOE MPOTrpaMMHOE OOecCTIeUeHuE:

1) «P7-O¢uc». HJorosop Ne [[3-1K-033 ot 21.12.2022 1. ¢ OO0 «Comsipuc TeXHOIOMKHUCH, T.
Capatos (c 01.01.2023, beccpouHo).

2) Kaspersky Endpoint Security (anTuBHpycHOE mporpaMMHOe oOOecIieueHue).
Horosop Ne 6- 441/2025/KCII-170 ot 22.12.2025 1. ¢ OO0 «Conspuc TexHOTOIKUCH, T.
Capatos (01.01.2026 - 31.12.2026).

3.2. UupopmannoHHOe oOecnedeHne peajn3alui NporpaMMbl

3.2.1. OcHOBHBIE TeYATHBIE H3AHUSA

1. KomnbrorepHsie cetu: yueOHuk 1uist ctyn. yupexxaenuit CI10 / B.B. bapunos, I1.B.
bapunos, A.B. IIponerapckuii, A.H. ITeumpkun. — MockBa: Akanemus, 2020. — 192 c.

2. «IIpoextupoBanue apxutektypsl API: [lep. c anrn.» / [Ix. T'od, J. bpaitant, M.
O6epn — Acrtana: AJIUCT, 2024. — 288 c.: un. — ISBN 978-601-09-5053-5. 2.
Humopuk, O. U. Cetu Linux. Moaenu u npuioxenus / O. . LHunropuk. — Cankt-IletepOypr :
BXB-IlerepOypr, 2024. — 304 c. — ISBN 978-5-9775-1890-1.

3.2.2. OcCHOBHBIE 3JIEKTPOHHbIC U3IAHUSA

Maxkcumos, H. B. Komnerorepnsie cetu : yuebHoe nocobue / H.B. Makcumos, N.U.
[TorioB. — 6-¢ u3n., nepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2022. — 464 c. —
(Cpennee npodeccronanbHoe odpazoBanue). - ISBN 978-5-00091-454-0. - Tekcer :
anektpoHHbId. - URL: https://znanium.com/catalog/product/1714105 (nata oOpameHus:
13.12.2021). — Pexxum noctyma: 1o noAnucke.

3.2.3. JlonoJHUTEIbHbIE HCTOYHUKH

CeTu ¥ TeNEKOMMYHUKAIINH : YYeOHHUK U MPAKTUKYM JUISL CPETHETO MPOodeccrnoHaIbHOTO
obpazosanusi / K. E. Camyiinos [u 1p.] ; mon pemakuuein K. E. CamyitnoBa, U. A. lllaiumosa,
. C. Kyns6oBa. — Mocksa : UznatensctBo FOpaiit, 2021. — 363 c. — (IIpodeccuonanbroe
obpazoBanue). — ISBN 978-5-9916-0480-2. — Texkct : snextpoHHbId // OOpa3zoBarenbHas
mwiatrpopma HOpaiit [caitir]. — URL: https://urait.ru/bcode/475704 (mata oOpamieHus:
13.12.2021).



4. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHHS YYEFHOHN
JUCIUIIVIMHBI «OI1.11 KOMIIBIOTEPHBIE CETH»

Pe3yabTarhl 00y4eHHs

Kpurepun onenkn

(I)OpMLI U METOAbI OIICHKU

IlepeyeHs yMeHHUIA, OCBaUBAEMbIX B
paMKax TUCLUIUINHBL

— Opranu3oBbIBaTh U
KOH(QHUT'YpUPOBATh KOMIIBIOTEPHBIC
CeTH;

— CrpouTh ¥ aHATM3UPOBATH MOJIEITH

KOMIIBIOTEPHBIX CETEH;
— OddexTrBHO UCTIONB30BAThH
anmnapaTHbIC U MPOTPAMMHBIC

KOMITIOHCHTBI KOMITBFOTCPHBIX ceTei

NP PEeLICHUH Pa3INYHbIX 337ay;

— BpINOIHATE CXEMBI U YCPTECKU 11O

CIICaJIbHOCTHU C UCITIOJIB30BAHUECM

MIPUKJIAJHBIX IPOTPAMMHBIX CPEJICTB;
— PaGoraTh ¢ mpoTOKOIaMuU pa3HBIX
ypOBHEH (Ha MpUMepe KOHKPETHOTO

creka nporokonos: TCP/IP,
IPX/SPX);

— YcraHaBiIHMBaTh U HACTPAaUBATh
napaMeTphbl IPOTOKOJIOB,;

OO0HapYy>KUBaTh U YCTPAHATH OIIHOKA

IIpU Nepeade JaHHBIX;

«OTIMYHO» -  TEOpPETHUYECKOE
COJIep)KaHUE  Kypca  OCBOCHO
MOJIHOCThI0,  0e3  mpoOeioB,
yMeHHuss c()OPMHPOBAHBI, BCe
MPEAYCMOTPEHHBIE TPOrpPaMMOM
y4eOHbIC 3aJaHUS BBIMOJIHCHBI,

Ka4ecTBO ux BBITIOJTHCHUS
OIIEHEHO BBICOKO.

«Xopowo» -  TEeOpEeTUYECKOE
colepKaHUEe Kypca  OCBOCHO
MOJHOCThI0,  0e3  MmpoOeIoB,
HEKOTOPBIE YMEHHS
c(hopMUPOBaHbl  HEJOCTATOYHO,
BCE peayCMOTPEHHEIE

nporpaMMoil yueOHble 3agaHus

BBITIOJIHCHBI, HEKOTOPBIC BHJIBI
3aJaHuu BBINIOJIHEHBI c
OIINOKaMH.

IIpumepst popm u METOIOB
KOHTPOJISI ¥ OTIEHKH

+  KomnsloTepHoe
TECTHUPOBAHHE HA 3HAHUE
TEPMHHOJIOTHUH TIO TEME;

e Tecruposanue....

*  KonrponbHas pabora ....
* CamocrodTrenpHas
pabora.

* 3ammra pedepara....

*  CeMmuHap

e 3amuTa KypcoBOil
paboTsl (IpoekTa)

*  BrinmonHeHue npoekTa;
* HaGmronmenue 3a
BBIIIOJTHCHUEM
NPaKTUIECKOTO 3aaHusl.
(meqaTenpbHOCTBIO CTY/ICHTA)
*  OueHka BBIIOJTHEHUS
NPaKTUIECKOTO
3amanus(padoTs)

[lepeuens 3HaHUM, OCBAUBAEMBIX B
pamMKax JUCIHUILTHHBL:

—  OCHOBHBIE TTOHITHS
KOMITBIOTEPHBIX CETEH: THUIIBI,

TONOJIOTHUU, METO/IbI JOCTYIIA K CPEJIC

nepesadH;
— AnmapatHbsle KOMIOHEHTHI
KOMITBIOTEPHBIX CETEH;

— IIpuHUIMIIBI TAKETHOH Nepeadn

JIAaHHBIX;
— Tlonsarue ceTeBOH MOJICIIH;

—  CereByro mogens OSI u apyrue

CETCBBIC MOJICIIN,

- HpOTOKOJ’IBIZ OCHOBHBIC ITIOHATHAA,

TIPUHIIUIIBI B3aMMOICHCTBYS,
pasIugus 1 OCOOCHHOCTH
pacipoCTPaHEHHBIX POTOKOJIOB,
YCTaHOBKa MTPOTOKOJIOB B
ONEpaIMOHHBIX CUCTEMAX,

— Agxpecanuio B ceTsIX,
OpraHHU3aIMI0 MEXCETEBOI0
BO3JICHCTBUS

«Y IOBJIIETBOPUTEIHHO -

TEOPETHYECKOE cojiep)KaHue
Kypca OCBOCHO YaCTHYHO, HO
POOEIIBI HE HOCSIT
CYIIECTBEHHOTO Xapakrepa,

HEOOXOJMMBIE YMEHHS PaOOTHI C
OCBOCHHBIM  MaTepHajoM B
OCHOBHOM c(hOopMHPOBaHBI,
OOJIBIIMHCTBO MPEAYCMOTPEHHBIX
MporpaMMoit 00y4YeHHs y4eOHBIX
3aJ]aHW{ BBIITOJTHEHO, HEKOTOPHIC
U3  BBIIOJHEHHBIX  3aJaHui
CoJIepKaT OIINOKH.
«HeynoBieTBOpUTEIHHO -
TEOpEeTUIECKOe coJiepkaHue
Kypca He 0CBOEHO, He00X0IUMBbIE
yMeHHsT He  C(hOPMHUPOBAHBI,
BBITIOJIHEHHBIE YUeOHbIE 3aJ[aHus
COJIepKaT rpyobIe ONTHOKH.

¢ TloaroroBka u
BBICTYIIJICHUE C AOKJIAJO0M,
COOOIIIEHUEM,
IIpe3eHTalueN. . .

* Pemenue cutyaliuoHHOU
3a1a4u. ...

Texymuii KOHTPOJIb
(mpoBepouHbie paboTHI,
TECTHI)

IIpomexxyTOUHBIN KOHTPOJIb
(mnddepeHIMpPOBaHHBIH
3a4er)




