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COAEP/KAHUE

OBIIIASI  XAPAKTEPUCTUKA PABOYEH IIPOTPAMMBI
YUYEBHOM NNPAKTUKH

CTPYKTYPA U COJAEP)KAHUE YUEFHOMN MPAKTUKA
YCJOBHUSA PEAJIN3AIIMA YYEFHOU MAPKTUKHA

KOHTPOJIb MW OHEHKA PE3VYJIBTATOB OCBOEHUsA
YUEBHOM IPAKTUKH



1. OBIIASI XAPAKTEPUCTUKA PABOYEN MTPOI'PAMMBbI

YYEBHOU NPAKTUKH
IIM. 12 Hanagyuk KOMIBIOTEPHBIX ceTel
1.1 O6s1acTh NpUMEHEHUS POTPAMMBI
[Iporpamma y4yeOHOM mNpakTHUKKW NPOGHEecCHOHATHHOTO MOMAYJS SBJISETCS YacCThIO
oOpazoBatenbHOM nporpammbl B cootBeTcTBUU ¢ PI'OC no cnenmansaoctu 09.02.07
nH(OPMAITMOHHBIE CUCTEMBI M IPOTPAMMHUPOBAHHUE.

Kox HaunmeHoBaHMe BH/I0B JeSITEJILHOCTH M MPOQecCHOHATbHBIX KOMMETEeHIUM

B 12 Hamamguuk KOMIbIOTEPHBIX CETEN

IK.12.1. | OcymiecTBIATh MOHTaX KaOeIbHOW CeTH W OOOpYIHOBaHHS JIOKAJbHBIX CeTei
pPa3IMYHON TOMOJOTUH.

I1K.12.2 Ocy1ecTBIsTh HACTPOHKY CETEBBIX MPOTOKOJIOB CEPBEPOB U PaOOYMX CTAHIUI

I1K.12.3. | OcymecTBISITh CHCTEMHOE aJIMHHUCTPUPOBAHUE JIOKAIBHBIX CETEH

IIK.12.4. | YcranaBnuBaTh W HACcTpaWBaTh NOJMKIIOYEHHUS K ceTH VHTEpHET C IMOMOIIbIO
Pa3JIMYHBIX TEXHOJOTUM U CIIEIIMATIM3UPOBAHHOTO 000PYIOBAHHUS.

Kon HauMeHoBaHue 00IUX KOMIIETEHIINHA

OK 1 Beibupares  cmocoObl  pemieHuss  3amad  npoeCCHOHATBHON  JIESITEIbHOCTH
MIPUMEHHUTEIBHO K PAa3JIMYHBIM KOHTEKCTAM

OK 2 Hcnonb3oBaTh COBpEMEHHBIE CpeICTBa TOWCKA, aHaluM3a M HWHTEPIpeTalud

uHpopManMud U  HMHOOPMAIMOHHBIE TEXHOJOTHMM JJII  BBIMNOJHEHUS  3ajay
po(eCCUOHATBHOM IEATETLHOCTH

OK 3 [InanupoBaTh W peaqn30BBIBATH COOCTBEHHOE MPO(ecCHOHAIBHOE U JIMYHOCTHOE
pa3BUTHE, NPEANPUHUMATENLCKYIO JesITeIbHOCTh B TpodeccuoHanabHoil cdepe,
UCIOJIb30BaTh 3HAHMS IO MPaBOBOM M (PUHAHCOBOM TPAaMOTHOCTH B PAa3IUYHBIX
KU3HEHHBIX CUTYalMsIX

OK 4 D} dexTuBHO B3auMOIeHCTBOBATh U pabOTATh B KOJUIEKTUBE U KOMaH/IE

OK 5 OcymiecTBIATh YCTHYIO M TIMCbMEHHYIO KOMMYHHUKAIIMIO HA TOCYAAPCTBEHHOM SI3bIKE
Poccuiickoit denepannu ¢ ydeToM OCOOCHHOCTEH COIMAIBHOTO M KYJIBTYPHOTO
KOHTEKCTa

OK 6 [IposiBAATE TpaXk1aHCKO-ATPUOTUYECKYIO O3ULHIO, IEMOHCTPHUPOBATH OCOZHAHHOE

NOBEJICHUE Ha OCHOBE TPAJUIMOHHBIX POCCHHCKHX JIYXOBHO-HPABCTBEHHBIX
HCHHOCTCﬁ, B TOM 4YHCJIC C Y4YC€TOM TIapMOHM3allMKM MCIKHALIMOHAJIBHBIX M
MEXPEJIUTHO3HBIX OTHOLICHUH, TPHUMEHATh CTaHAAPTHl AHTUKOPPYIIMOHHOTO
IIOBECACHUA

OK9 [lonb3oBatbess MpodeccuoHaNbHON JTOKyMEHTalMell Ha TrOCYAapCTBEHHOM H
HHOCTPAHHOM A3bIKaX




1.2 Henu v 3agaum y4eOHOM NPAKTHKH, TPEOOBAHMSA K pPe3yJIbTATaM OCBOCHUS

C nenbro OBIAJEHUSI YKa3aHHBIM BUIOM JESATEIbHOCTH U COOTBETCTBYIOLIUMU
npodeccuoHaIbHBIMU KOMIETEHIUSAMUA 00YYalOUMNCA B pe3yjbTaTe MPOXOKICHUS
y4eOHOM NPAKTUKH MPOPECCUOHATBHOI0 MOAYJIsl 00YUYarOUIUICS JOJIKEH:

Hmetb - MOHTaXa, JKCIUIyaTallid W OOCTY)KMBaHHMS JIOKAJIBHBIX KOMITBIOTEPHBIX
NPaKTHYECKUi [CETEH;

ONBIT - YCTAHOBKH M HACTPOMKHU CETEBOTO M CEPBEPHOr0 000PYI0BaAHS

YMETh - OCYIIECTBJIATh MOHTAX KaOeJIbHOMH, O€CIIPOBOIHOM CeTH B 000PYTOBAHUS

JTOKAJIBHBIX CETEH pa3IMYyHON TOMOJIOTHH;

- MIOJIKJTFOYATh CEpBEpa, padouue CTaHIIUH, IPUHTEPHI U JPYTOe CETEBOE
o0opyI0BaHUE K JIOKAJIbLHOM CETH,

- BECTH OTUETHYIO M TEXHUYECKYIO IOKYMEHTAIIHIO;

- yCTaHaBJIMBATh CHELUUATU3UPOBAHHBIE IPOIPAMMBI U JpaiiBEphl,
OCYILIECTBIISATh HACTPOUKY MapaMeTpPOB MOJKIIOYEHUS K ceTu MHTepHeT;

- OCYILECTBJIATH IMATHOCTUKY MOJKIIIOUeHHS K ceTu VHTepHeT;
-yCTaHaBJIMUBATh U HACTPAUBATh MPOTPAMMHOE 0OecTIeueHIE CEPBEPOB CETU
HHTepHeT, B TOM 4nciie Web-cepBepOB U CepBEPOB JICKTPOHHOH MOYTHI;
3HATh - o01mIHMe CBECHUS O JIOKAJbHBIX KOMITBIOTEPHBIX CETAX, MX Ha3HAYCHUH U
00J1aCTH UCIIOJIb30BAHHUS;

-~TOTIOJIOTHIO JIOKAIBHBIX CETEH, GU3HUECKYIO CTPYKTYPY, CITIOCOOBI
COCTMHEHUS KOMITBIOTEPOB B CE€Th, BUJIBI HHTEP(EHCOB, Kabemnei 1
KOHHEKTOPOB;

- BUJIbl MTHCTPYMEHTOB, UCMOJIb3YEMBbIX JIJI1 MOHTaXa U JUArHOCTUKHU
KaOEJIbHBIX CUCTEM KOMIIBIOTEPHBIX CETEH;

- COCTaB aNMnapaTHBIX PECYPCOB JIOKAIbHBIX CETEH;

- MPOTrpaMMHOE 00eCTICUeHHUE IS TOCTYTIA K JIOKAJTLHOU CETH;

- IporpaMMHOe oOecrieYeHre JJii MOHUTOPHHTA U YIIPABJICHUS JTOKAIBHON




2. CTPYKTYPA ¥ COJIEP)KAHUE YYEFHOM IMPAKTHKH

2.1 TEMATHYECKHUM IVIAH YYEBHOM [TIPAKTUKH

Y4yeOHasi NPAKTHKA

Koabi Kon n HaumeHoBanmne npogeccuoHaIbLHOrO HaumeHnoBaHus pa3jiesioB Koianu | Koaiuuec | Cpoku npoBeaeHust
npodgecc MOaYyJasl NPAKTHKHU €CTBO TBO NPAKTUKH COTJIACHO
HOHAJIb He/leJlb | 4acoB rpaguky y4e0HOro

HBIX npouecca

(111311070,

KOMIIeTe
HIUHI
1 2 3 4 5 6
I[IK 12.1- | IM. 12 Hajaguuk KOMIbIOTePHBbIX ceTel VI1.12.01 YyeOHast npakTHKA 4 144
12.4 OK
1-OK9 Bcero 4 144




2.2 Coaep:kaHue y4eOHOW NPAKTHKH

Kon Dopmupyemblii Conep:xanue padoT (IeTajau3anus BUIAOB Koa-Bo
oM o0pa3oBaTeJbHBII pe3yJbTaT Buabl BbINOJHSIEMBIX padoT BBINOJIHAEMBIX PadoT) 4acoB HA
(B1a1eTh, yMeTh) Ka)KIbIA BU]T
padoThI
IIM 12 | BiageTh HABBIKAMU: 1.ITpoeKTHPOBAHME U CO3IAHHE CETH
MoHTaxa, OSKCIUIyaTallud H 1.MHCTpYyKTaX IO OpraHu3anuy pabovero Mecra u 2
00CITy)KHBaHHS  JIOKANBHBIX | BHIOOP €10C06a GYyHKIHOHMPOBAHUS CeTH 0€30MacHOCTH TPy /Ja. 2
KOMIIBIOTEPHBIX CETel; TecTUpoBaHHe ceTH 2.3HaKOMCTBO C BHYTPEHHHUM PaCIIOPSIKOM 2
YCTAaHOBKM M HACTPOUKH TPCTIPHATHAL. . 2
CCTEROrO M CEpBEPHOTO 3.06yqufle MPOMBILLICHHOH 0e301acHOCTH. 2
4 Hacrpotika paboueii craHImu 11 paboThl B CETH. 2

obopynoBans AT 5.Hactpoiixa BIOS. 2
MOJIKITIOYEHHS K TJI00a/bHbIM 6.Ycranoska OC Windows. 2
KOMIIBIOTCPHBIM CCTAM 7.Hacrpotika koudurypauuu JIBC 8 Windows. 2
(UuTepwer). 8.CoBMecTHOE HCTIOIB30BaHUE CETEBBIX PECYPCOB.
YmMmerh: 9.Hactpoiika TCPJIP agpecos.
OcymecTBIsATh MOHTAX
Ka0enpHOM, OeCITPOBOAHOM ceTH
1 000pyIOBaHUS JIOKATTEHBIX
ceTeil pa3IMYHOM TOMONOrHH; 1.MHcTanmupoBanue OneparioHHON CHCTEMbI 2
- TIOJIKJTIOYATh CepBepa, paboune Windows Ha JBa KOMIIBIOTEPA.
CTaHIIMH, IPUHTEPHI U APYTOE 2. Hactpoiika mapamMeTpoB CUCTEMBI 2
ceTeBoe 000pyIOBaHHE K 3.Iloaxmouenust k cetu MHTEpHET.
JIOKAJTBHOU CETH; 4.HacTtpotiika mapamMeTpoB CUCTEMBbI MTOIKITIOYCHUS K 2
* BCCTH OTHCTHYIO M 2. Bei6op cnoco6a pyHKIHOHMPOBAHUS CeTH gegl Hureprer. 9
TEXHUYECKYIO JOKYMEHTALNIO; TecTHpoBanHe ceTH - BupTyanbHas opraHusalus u MOJKIIOUCHHE K
- YCTaHAB/IMBATD YeranoBka KoHTpO.LTEpa goMeHa u DNS- cetu HEITGpHCT T0 BBIJICICHHOW JIMHUM (HacTpOiKa
CHeTMaI3UPOBaHHbBIE cepsepa. CCTCBOJ KaPTh). 2
IpOrpaMMEL  ApafiBepH, 6. BupryanpHas oprannzanus 1 TOAIKITIOYEHHE K

. cetu MIHTepHET MO BBIJEICHHOW JIMHUH. 2
OCYILCCTBIATE HACTPOUKY 7. OcymecTBeHNe MOHTaXa KaOeIbHOH CeTH U
[1apaMeTpOB MOKIFOMCHIS K 060py10BaHKs JTOKATLHBIX CEeTel pasIMUHOM 2
cetu NHTEpHET; TOIOOTH.
- OCYIICCTBIIATE JUATHOCTUKY 8. CocrasyieHre IPOEKTHOW TOKYMEHTALNH C 2

NMOAKIIFOYCHHUSA K CETH I/IHTepHeT;

y4eToM TpeOOBaHHSIM MOHTAXA.




-yCTaHABJIMBATh M HACTPaWBaTh
MIporpaMMHOE oOecrieueHne
cepBepoB ceT MHTepHET, B TOM
grcsie Web-cepBepoB 1 cepBepoB
3IIEKTPOHHOM IOYTHI,

3HaTh:

O6mue CBEJICHUS 0

JOKQJIBHBIX ~ KOMIIBIOTEPHBIX
CeTAX, HMX Ha3HAUCHUU U
0071aCTH UCIOJIb30BAHHS;

-TOIIOJIOTHUIO JJOKAJIBHBIX
ceTeH, ¢du3nueckymo
CTPYKTYDY, CrocoObl

COEJJMHEHUSI KOMIIBIOTEPOB B
CeTh, BUABl HHTEP(PEHCOB,
Kabenell 1 KOHHEKTOPOB;

- BHUJbl HMHCTPYMEHTOB,
UCTOJIb3YEMBIX JUIsI MOHTaXa
U JIMarHOCTUKU KaOeJbHbIX
CUCTEM KOMITBIOTEPHBIX
ceTel;

- COCTaB  amlmnapaTHbIX
pECypCOB JIOKaJIbHBIX CETEH;

- IPOrpaMMHOE
oOecriedyeHne A AOCTyIa K
JIOKaJIbHOM CeTH;

- IIPOrpaMMHOE
obecrieueHue IS
MOHUTOPHUHIA U YIPABICHUS
JIOKAJIBbHOM CETHIO;

BUJIBI CEPBEPOB,
UCTOJIBb3YEMBIX B JIOKAJIbHOM
CeTH.

9. OCYII_[CCTBJ'IGHI/IC HaCTpOﬁKH CCTCBBIX MPOTOKOJIOB

CEPBEPOB U PabOUMX CTAHITHIHA.
10. Y panensslit moctyn k pabodyemy crouy. Telnet. 2
11. BeimonHeHue padoT 10 SKCILTyaTallly |
00CITy’)KHBaHHIO CETEBOTO 000PYIOBAHMSL. 2
12. OcBoeHre METOZI0B KOHTPOJISI pabOTHI CETH,
UCTIONBb3YSI BCTPOCHHBIE YTHIIUTHI U Y THIIUTHI 2
CTOPOHHUX Pa3padOTINKOB.
13. [IpoBenenne MycKo-HANAAOYHBIX PadOT. 2
14. TectupoBaHne KOMIIBIOTEPHOM CETH MOCTIE
MOHTa)XKa, MPOBEPKa €€ padOTOCTIOCOOHOCTH U 2
COOTBETCTBHE CTAHJAPTaM.
15. CocraBneHre WHCTPYKIIMH IO SKCILTyaTallHH. 2
16. Obecnieuenue pabOTHI CUCTEMBI PETUCTPALIAN U
aBTOPU3ALIMHM II0JIb30BaTENEeH CETH. 2
17. Hactpoiika mpoKcH JJisl IOCTPOSHHOM CETH.
18. Ocy1ecTBiIeHHE CHCTEMHOTO 2
aJIMUHUCTPUPOBAHUS JIOKAJBHBIX CETEH.
19. M3ydeHnue mpoliecca yCTaHOBKHU Ciry:k061 DNS. 2
20. Coznanue 30H MPSIMOTO MMPOCMOTPa (OCHOBHAS U
JIOTIOJTHUTEITLHAS ). 2
21. [lepenoc 30H, HacTpoiiku napamerpos TCPJIP
JUISl TMHAMAYECKOW PEerrCTpalliy y3JI0B Ha cepBepe 2
DNS. 2
23. [Ipumenenue komMauzp! ipconfig s 2
MIPUHYAUTENBHON peructpanuu Ha cepsepe DNS. 2
1.Co3nanue 30H 00paTHOTO MPOCMOTpa (reverse
lookup zones). 2
2. luHamMu4ecKasl peruCTpalys y3JI0B Ha cepBepe 2
DNS. I

3. Mcnoabsoanme ActiveDirectory - 3.I[Har1_1(_>cmqe_cxne YTHIHUTBI 11 IPOTOKOIA 2
TCP/IP: ipconfig, arp, ping, netstat, nbtstat, tracert,

M0JIb30BaTE]H H KOMIBIOTEPDI .
pathping. 2
4. OcBocHHE METOA0B YCTAaHOBKH TIEPBOTO
KOHTpOJIIepa B JOMEHe (Jiece). 2
5.YcraHoBka BTOPOT0 KOHTPOJIIEpA JOMEHA C 2
nomMoupio permkanun b/ Active Directory ¢ 2




NIEPBOTO KOHTPOJIIEpa TOMEHA.
6. YcraHoBka BTOPOTO KOHTpOJUIEpa IOMEHa U3
pesepsHoi kornu b1 Active Directory mepBoro
KOHTpOJIJIepa IOMeHa.

7. YrpaBieHre M0JIb30BaTeIIMU U IPYNIIaMH;
PEXUMBI QYHKIIMOHUPOBAHUS JOMEHA.

8. Opranu3zauroHHbIE TOAPA3ACICHUS.

9. JlenerupoBaHue aJMUHACTPATUBHBIX
MOJIHOMOYHH.

10 YnpasieHue NpUIOKEHUSIMH C TIOMOIIBIO
IPYNIOBBIX HOJIUTHK.

11. Konconb ynpaBiieHHs TPYINTOBBIMU TOJIUTHKAMH
- Group Policy Management Console.
12.Ynpasnenue oobexramu Active Directory
YTUIATAMHU KOMAaHAHOM CTPOKH.

N

4 Cnoco0bl moaKII0YeHHus kK ceTu UHTepHeT
Cay:xobl cetu UHTEpHET

1.Co3nanue nonp3oBareneii B domain.
PenaktupoBanue nomp3oBareneii B domain.

2. Co3panue napoJis nojp3oBaTteneM B domain.
Coznanvie TPy ¥ pacipezesieHue MoJIb30BaTenen
no rpymnmnaM B domain.
3.Hactpoiika npas goctyna. [Togmepskka
MOJIb30BaTeNEH CETH.

4. Opranm3zanus Bexoaa B TaTepHET ABYX
00BEIMHEHHBIX B CETh KOMITLIOTEPOB.
N3ydeHue pa3HbIX CLIOCOOOB IOKITFOUCHHS.
5. Opranuzanus Beixoga B UHTepHET 1BYX
00BEIMHEHHBIX B CETh KOMITBIOTEPOB.
6./3yuenne BapuaHTHl UCTIOIH30BAHHS
MapIIpyTH3aTopa.

7. Ananus BAapHWaHTOB HCIIOJIb30BAaHUA KOMMYTATOPA.

8. AHanu3 BapUaHTOB TOCTPOCHHS CETH C
HCIIOJIb30BaHUEM CEpBEpA.

9.Br160p BapuaHTa MOCTPOSHHUS CETH C
HCTIONIb30BaHUEM CepBepa, HO Oe3 MapIpyTHu3aTropa,
ciryx0bl cetn UTHTEpHET.

10. Hactpoiika Opay3epa Chrome.

11. Ucnonw3oBanue Opayszepa Chrome st
HaBuranuu B Uutepuere. Mcnosb3oBaHue
0ecIuIaTHOTO MOYTOBOTO cepBUca www.mail.ru

N

N
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12. UcnonwszoBanue FTP-cepBuca ¢ moMmomsio web-

o0b6o3peBares. 2

13.Hacrpoiika u ucnons3oBanue FTP-knuenra Total

Commander.

14.YnpaBneHue 1 y4eT BXOIAIIET0 U UCXOISILETO

o0bema nHpopMmaiuu (Tpaduka) CeTH. 2

15. Ucnons3oBanue nporpammsl Google Meet ms

oOIIeHuSI. 2

16. Uzyuenune Bo3moxHocTe cepruca Google Meet

JUTA 3BOHKA. 2
5. O0ecneyeHue 06€30MaCHOCTH 1Opranu3zanus padoThl aIMUHUCTPATOPOB. [IHEBHUK 2

aIMUHHUCTpATOPA. 2

2.MIHCTpYyMEHTHI aIMIUHHACTPATOpA. Y TAIIEHHOE

aJIMMHUCTPUPOBAHUE. 2

3. Pe3epBupoBanne 1 apxMBUPOBAaHHUE IaHHBIX.

4. PezepBHOE KONMPOBAHHUE BCEH CHCTEMBI. 2

5. Pabota ¢ aitmoBoii cucreMoit. YpaBieHue 2

YUETHBIMU 3aIHCSMU [IOJIb30BATENCH.

6. Hacrpoiika mapamMeTpoB 0€301MacHOCTH 2

(I1IabnoHBI 6€30TTaCHOCTH. 2

7. Ananm3 M HacTpoika 6e30MacHOCTH).

8. Ympasnenue noctynom K (ailioBeIM pecypcam 2

(cereBBIe TIpaBa JIOCTYTIA, JOKAIBHBIE TIpaBa 2

JOCTYyIa, B3ATHE BO BIAJICHHE).

9. Cxatue (aiinos. [lludposanue dhaiiios. 2

10. YcranoBka npuHTEpa, HACTPOHKA CBOICTB U

napaMeTpoB TeYaTH. 2

11. Hactpoiika npotoxomna [PP.

12. Hactpoiika 6€30MacCHOCTH CETH 2

144 yaca

HpOMEQKyTO‘lHaH aTrecranmusa

JAunddepeHnupoBaHHblii 3a4eT




3. YCJIOBHS PEAJIMBALIMAN

3.1. JIns peanuzammu mporpaMMbl Y4eOHOU JUCIUIUIHHBI MTPETYCMOTPEHBI
CJIEIYIOIINE CICIIHATbHBIC TOMEIICHUS:
JlaGopaTopusi pOrpaMMHOI0 OOCCIICYeHHUS W COMNPOBOXKICHHS KOMIIBIOTEPHBIX
CUCTEM: aBTOMAaTHU3HPOBAHHOE pabouee MECTO npernojaBaTers,
aBTOMAaTH3MPOBaHHBIE paboure MecTa 00yJaroIMXcsl, JOCKa MarHUTHO-MapKepHas
100*180, nokanpHast cerb KabuHeta, cucteMHbii 010k BigTech SNG Core 15
12400F,H610,16Gb,500Gb,RTX 3050 8Gb,500W — 11 mrT., MoHuTOop Xiaomi
A27i127/FHD/IPS/100Hz/250cd/HDMI/DP(ELAS5345EU) — 11 mr., npoekTop Acer
X1228H, gepusbiii (mr.jthcd.001), 111" Dxpan ans npoekropa Cactus WallExpert
CS-PSWE-200*200-WT
B komriekre Ha paboyux MecTax OOYy4arolUXCsi C CUCTEMHBIM JIUIEH3MOHHBIM
NPOrpaMMHBIM ~ OOecliedeHueM (IUIsl  OneparMoHHOW cucTeMbl  Windows).
OnexkTpoHHBIC HArsAaHble mocoous. [lomkmoueHn k wmHTepHeTy. [Iporpammuoe
oOecrieyeHue ooIero u nNpodeccuoHanbHOro Ha3HaYeHUs. ABTOMAaTU3UPOBAHHbBIE
paboune mecTa O0OECHEeYeHbl JOCTYIOM B JJIEKTPOHHYIO HH()OPMaUMOHHO-
o0pa3oBaTeIbHYIO cpeny YHUBEPCHUTETA, BBIXOIOM B
UHPOPMAITMOHHO "KOMMYHHUKAIIMOHHYI0O  ceTh  «MHTepHeT»,  00ecredeHsl
KOHTEHTHOW (rIIbTpaluei, CreruaIn3upoOBaHHBIM MPOTPAMMHBIM 00€CTICUCHUEM.
[Iporpammuoe obecnieueHre oo1ero u npodhecCuoOHAIbHOIO Ha3HAYCHHUSI.

JIMneH3noHHOEe MPOrpaMMHoOe obecrnevenne:

1. Jlnnen3uss Ha MpaBO YCTAHOBKH M HCIIONB30BAHUS OIEPALMOHHOW CHCTEMBI
cnenuanbHOro HazHaueHusi «Astra Linux Special Edition» ans 64-x paspsaHoi
wiatpopMbl  Ha  0a3e  TPOIECCOPHON  apXUTEKTyphl  x86-64, BapuaHT
murensupoBanust «Opem», PYCB.10015-10, cioco6 nepenayu 3ieKTpOHHBIN, AJs
paboueit craHnuu, O€3 OrpaHUYEHUS CPOKA, C BKJIIOYCHHOW TEXHUYECKOU
noanepkkoit Tun "Cranmapt" Ha 12 mec. (11 oOpa3oBaTebHBIX OpPraHU3AIMNN U
oubnmorex). IlpaBo Ha wucnonb3oBanue P7-Oduc. IlpodeccuonanbHbIN
(deckromnHas Bepcus), TUIEH3Us Ha 3 TOa C MPAaBOM MOCIEAYIOIIEro 6€CCPOYHOrO
UCIIOJIb30BaHus, JUisl 0OpazoBarenbHbIX yupexaenuil [locrasummk OO0 «Conspuc
Texnomomxuc» OO0 «Conspuc Texnomomxkucy, IIpoekt oroBopa Nel[3-1 Ha
noctaBky Jlunensuit «P7-Oducy» n «Astra Linux Special Edition»

2) Kaspersky Endpoint Security (aHTHBHUpYCHOE MNpPOTpaMMHOE OOECIeUeHHUE).
Horosop Neo 6- 441/2025/KCII-170 ot 22.12.2025 1. ¢ OOO «Conspuc
Texunonomxkucy, r. Caparos (01.01.2026 - 31.12.2026).

3) «P7-Oduc». Horosop Ne I[3-1K-033 ot 21.12.2022 1. ¢ OO0 «Comnsipuc
Texnomomxucy, r. Caparos (¢ 01.01.2023, 6eccpouHo).

3.2. UupopmanmonHoe odecrneyeHue peajsn3aunu NporpaMmmbl



bubnuoreuynsiii GOHJ YKOMIUJIEKTOBAH IMEUATHBIMU U /WU 3JEKTPOHHBIMU
W3JaHUSAMU OCHOBHOW M JIONIOJHUTENBHOM JINTEPATYPHI, U3TAHHOM 3a MOCIEAHUE S
Jer, OoQUuIUaIbHBIMKM, CIPABOYHO-OMOMUOrpaUIECKUMU W MEPUOTUYECKUMU
U3IaHUSMU (POCCUNUCKUMU KypHAJIaMH).

Kaxnpiii oOyuatomuiics obecrieueH JOCTynoM (yAalleHHBIM JIOCTYIIOM) K
COBPEMEHHBIM MPO(ECCUOHAIBHBIM 0a3aM JaHHBIX W OUOJUOTEUYHBIM (HOHIAAM
YHUBEPCUTETA U (prthasa gyepe3 3JIeKTPOHHYI0 HHPOPMAIIMOHHO-00pa30BaTeIbHYIO
cpeny (OMOC) YauBepcurera nyTéM NpeIBapUTEIbHON peruCcTpaIii.

OOyyaromumMcs nNpeaocTaBieHa BO3MOKHOCTh JOCTYH K HH(OpMAIIMOHHBIM
pecypcam cetu MHTEpHET.

3.2.1 OcHoBHBbIE YJIEKTPOHHbIE U3TAHUS
1. Konpnaes, B. JI. Apxutektypa 9BM : yuebnoe nocodue / B.J[. Konnaes, C.A.
JIynuH. — MockBa : @OPYM : UHOPA-M, 2024. — 383 c. — (Cpennee
npodeccruonanpHoe oopazoanue). - ISBN 978-5-8199-0868-6. - Tekcr :
anekrpornbii. - URL: https://znanium.ru/catalog/product/2149040
2. Makcumos, H. B. Kommnbrotrepubie cetu : yuebHoe mocobue / H.B. Makcumos,
N.N. TlonoB. — 6-¢ u31., mepepad. u gorn. — Mocksa : DOPYM : UHOPA-M,
2025. — 464 c. — (Cpennee npodeccuonaibHoe oOpazoBanue). - ISBN 978-5-
00091-454-0. - Tekcr : anexTponHsbIit. - URL:
https://znanium.ru/catalog/product/2205439

3.2.2. /lonoiHUTEIbHbIE HCTOYHUKHA

1. Crenuna, B. B. Apxutexkrypa 9BM U BbIUHCIUTENbHBIE CUCTEMBI : YYEOHUK /
B.B. Crenuna.— MockBa : KYPC : UHOPA-M, 2021. — 384 c. — (Cpennee
npodeccrnonanpHoe oOpazoBanue). - ISBN 978-5-906923-07-3. - Tekcr
anekrpornbii. - URL: https://znanium.com/catalog/product/1423169

2. Opranu3aius CeTeBoro aIMUHUCTpUpoBaHus : yueOHuk / A.U. bapanuukos, [1.A.
bapanunkos, A.FO. I'pomoB, O.A. JlomteBa. — Mocksa : KYPC : UHOPA-M,
2020. — 384 c. - ISBN 978-5-906818-34-8. - Tekct : snexrponHsiii. - URL:
https://znanium.com/catalog/product/1069157

3.2.3. UnTepHeT-pecypcehi:

1.Yto TaKoe KOMIIbIOTEPHBIE CETH. OcHoBHbIE MIOHATUS
https://selectel.ru/blog/what-are-networks/

2. Buzibl KOMITBIOTEPHBIX CeTel U MX Kiaccudukaius https://nsportal.ru/npo-
spo/informatika-i-vychislitelnaya-tekhnika/library/2020/09/22/vidy-
kompyuternyh-setey-i-iH

3. BBeneHue B KOMIIbIOTEPHBIE CETH
https://togudv.ru/media/filer_public/30/5b/305b9015-d0bb-4374-b381-
25069ach44a0/strugunov_vvedenie_seti.pdf
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https://nsportal.ru/npo-spo/informatika-i-vychislitelnaya-tekhnika/library/2020/09/22/vidy-kompyuternyh-setey-i-iH
https://nsportal.ru/npo-spo/informatika-i-vychislitelnaya-tekhnika/library/2020/09/22/vidy-kompyuternyh-setey-i-iH
https://nsportal.ru/npo-spo/informatika-i-vychislitelnaya-tekhnika/library/2020/09/22/vidy-kompyuternyh-setey-i-iH
https://togudv.ru/media/filer_public/30/5b/305b9015-d0bb-4374-b381-25069acb44a0/strugunov_vvedenie_seti.pdf
https://togudv.ru/media/filer_public/30/5b/305b9015-d0bb-4374-b381-25069acb44a0/strugunov_vvedenie_seti.pdf

4. DNeKTpOHHBIN yueOHO-METOIMUECKUN KoMILIeKC KoMmbIoTepHbIE CUCTEMBI U
CCTHU

https://rep.bntu.by/bitstream/handle/data/126726/EHUMK po uchebnoj disciplin
e Kompyuternye sistemy i seti.pdf?sequence=1&isAllowed=y&ysclid=mmlsde
08uj652455390

5. KommerotepHubie cetr. YueOnuk https://urait.ru/book/kompyuternye-seti-590199

3.2.4. UupopManuOHHbIC TEXHOJIOIHH, UCIIOJIb3yeMble IIPH OCYIIECTBJICHUHU
00pa3oBaTeJIbHOIO MpoLecca:

K wuHpOpMalMOHHBIM TEXHOJOTHSM, HCIONb3YEMBIM TIPH OCYIIECTBICHHUH
00pa3oBaTeIbLHOroO NpoLecca Mo AUCIUIIIIMHE, OTHOCATCS:

— NIEPCOHAIIBHBIE KOMITBIOTEPBI, ITOCPEICTBOM KOTOPBIX OCYLIECTBIISAETCS JOCTYI K
UH(POPMAIIMOHHBIM pecypcaM U O(QOPMIISIOTCS PE3YJIbTAThl CAMOCTOSTEIbHOM
padoThI;

— MPOEKTOPBI ¥ SKPAHBI JJI1 JEMOHCTPALIMU CIANI0B MYJIbTUMEIUNHBIX JICKIIUH;

— QaKTHUBHO€ HCIIOJb30BAHUE CPEJICTB KOMMYHHUKAIUK (SJEKTPOHHAs I0O4Ta,
TEMaTHUYECKHE COOOIIECTBA B COLUANIBHBIX CETAX U T.IL.).


https://rep.bntu.by/bitstream/handle/data/126726/EHUMK_po_uchebnoj_discipline_Kompyuternye_sistemy_i_seti.pdf?sequence=1&isAllowed=y&ysclid=mm1sde08uj652455390
https://rep.bntu.by/bitstream/handle/data/126726/EHUMK_po_uchebnoj_discipline_Kompyuternye_sistemy_i_seti.pdf?sequence=1&isAllowed=y&ysclid=mm1sde08uj652455390
https://rep.bntu.by/bitstream/handle/data/126726/EHUMK_po_uchebnoj_discipline_Kompyuternye_sistemy_i_seti.pdf?sequence=1&isAllowed=y&ysclid=mm1sde08uj652455390
https://urait.ru/book/kompyuternye-seti-590199

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA

YYEBHOM IMPAKTUKH

Pe3yabTaTsl
(ocBOeHHBIE
npogdeccuoHaIbHbIE
KOMIIETEHI[UH)

OcHoBHBIE OKA3aTEJIHN
OLIEeHKH pe3yJibTaTra

DopMbI U METOBI
KOHTPOJISI M OLIEeHKH

IIK 12.1. OcymecTBisiTh
MOHTaX KaOeJIbHOU ceTH U
000py/I0BaHuUs JTOKATBHBIX
CeTel pa3IMYHOMN TOIOJOTHI

- CoCTaBIISITh KapTy CETH.

- Ocy1ecTBISTh BBIOOP
TOTIOJIOTHH CETH.

- BeiOupatp
KOMMYTHpYIOIee
000py/I0BaHNE U KaHAJIBI
CBSI3U JIsl paOOTHI B CETH.
CocTaBnaTh cMeTy 3aTpart Ha
obopyioBaHueE.

- BeImoaHATE MOHTAXK
KaOeNbHOM CeTH U
000py1I0BaHUS JTIOKATBHBIX
ceTell pa3IMYHOM TOMOJOTHH.
- Ocy1ecTBIATH
MOHTaK O€CTIPOBOJIHOM ceTH
1 000pYyIOBaHUS JIOKATTBHBIX
CeTell pa3IMyHOI TOMOJIOTUH;
- BoinonHATe paboThl IO
SKCIUTyaTalllH U
00CITy>)KHBaHUIO CETEBOTO
o0opynoBaHus

WNuTepnperarnus pe3yabTaToB
HaOIIOICHUH 3a

eI TEIbHOCTRIO
oOyyaromierocs B mporecce
MIPaKTUKH.

O11eHKa BBINOJHEHHS
MPAKTUYECKUX 3aJTaHHI.
JIHEBHUK IIPAKTUKH
ATTecTallMOHHBIN JIUCT 110
NpakTuKe 00 ypoBHE
OCBOEHHUS
po(hecCHOHATBHBIX
KOMIIETEHINIA.
JuddepeHumrpoBaHHbIi
3a4er

I1K 12.2. OcyiecTBasaTh
HaCTPOWKY CETEBBIX
IIPOTOKOJIOB CEPBEPOB U
pabouux CTaHITUH.

- AHanM3UpOBATH 3a7a4H,
BBITIOJTHSIEMBIE CEPBEPOM.
- Beibuparts cepBep, ucxonas
W3 TIOCTaBJICHHOM 3a71a4yH.
- HacrtpauBath cereBbie
MIPOTOKOJIbI CEPBEPOB U
pabouux CTaHIUH.

- BbInosiHATE HACTPOUKY
CETEBBIX MPOTOKOJIOB
CEPBEPOB U pabOUNX
CTaHIIUH.

HuTepnperanus pe3ynbTaToB
HaOJI0ICHUH 3a
JEATEIbHOCTBIO
oOydJaromerocs B mporecce
MPAKTHKH.

O1eHKa BBLITOJIHEHU
IIPaKTUYECKUX 3aJaHUM.
JIHEeBHUK IPaKTHUKU
ATTecTanMOHHBIN JIUCT II0
MpakTHUKe 00 ypOBHE
OCBOCHUS
npodecCHOHATBHBIX
KOMIIETEHIIHH.
HuddepenimpoBanHbIi
3a4eT

1K 12.3. Ocy1iecTBasTh
CHCTEMHOE
aIMUHUCTPUPOBAHKE
JIOKAJbHBIX CETEH.

-OCyIIecTBIsATh CUCTEMHOE
aIMUHHUCTPUPOBAHUE
JIOKAJIBHBIX CETEM.

- Bectu otuetHyto 1
TEXHUYECKYIO
JIOKYMEHTAITHIO.

HHuTtepnperanus pe3yabpTaToB
HaOII0ICHUH 32
JIeSITCTLHOCTHIO
oOyuarorerocs B mporecce
MPaKTUKH.

O11eHKa BBIMOJHEHUS
MPaKTUYECKUX 3a1aHUM.
JIHEBHUK NPAKTUKU
ATTeCcTallMOHHBIN JTUCT I10




MpaKkTUKe 00 ypOBHE
OCBOCHUS
npodecCuoHANTBHBIX
KOMIIETEHLIUH.
JuddepenumpoBaHHbIN
3a4eT

IIK 12.4. YcranaBauBath U
HACTpPauBaTh MOJKIIIOUEHUS K
cetn MIHTEpHET C TOMONIBIO
Pa3IMYHBIX TEXHOJIOTHHA U
CIIEUATTU3UPOBAHHOTO
000py/IoBaHUsI.

- YcraHaBnuBaTh U
HaCTpauBaTh MOJKIOYECHHUS K
HuTepHeTy ¢ MOMOIIBIO
Pa3IMYHBIX TEXHOJIOTUN U
CIIEIUATTU3UPOBAHHOTO
000py/IOBaHUsI.

HHuTtepnperanus pe3ybTaToB
HaOJIIOEHUIT 3a
JeSATEIbHOCTBIO
oOyuaroierocs B mpouecce
NPaKTUKH.

OneHka BBIMOTHEHUS
IIPaKTUYECKUX 3a1aHUM.
JIHEeBHUK IPAKTUKHU
ATTecTalMOHHBIN JIUCT TIO
MPaKTHKE 00 ypOBHE
OCBOEHUS
npodecCuoHaIbHBIX
KOMIIETCHITHI.
JuddepeHumpoBaHHbIi
3aueT

OK 01. Beibupats cioco0sl
peleHus 3a1a4
npodeccuoHaIbHOM
NeSITETbHOCTH,
NPUMEHHUTEIBHO K
pa3IMYHBIM KOHTEKCTaM.

- O0OCHOBAaHHOCTh
MOCTaHOBKH 11€JIH, BEIOOpA U
MIPUMEHCHUS METOJIOB U
CIOCOOOB pElICHUs
npodeccruoHaAIbHBIX 33]1a4;

- AnexBaTHas Oll€HKa 1
caMoorieHKa 3(h(PEKTUBHOCTH
¥ Ka4eCTBA BBITTOJTHEHUS
npodecCHOHANIBHBIX 33124

OK 02. Mcnonbs3oBathb
COBpPEMEHHBIC CPEJICTBA
TIOWCKa, aHATTN3a U
UHTEpIpeTanuy HHPOpMaLUU
1 nH(HOPMAITMOHHBIC

- Mcnonp30Banue pa3IMuHbIX
VCTOYHHUKOB, BKJIFOYas
AJIIEKTPOHHBIE PECYPCHI,
Menuapecypcesl, IaTepHer-
peCypCBl, IEPUOINIECKUE

TEXHOJIOTHUHU JIA BBIIIOJIHCHUA | U3AaHUA 110 HpO(l)I/IJIIO
3as1a4 npodeccruoHanbHON CHEIUAIBHOCTH
JeATeITbHOCTH

OK.3IInanupoBath u -JlemoHCTpanus

peanu30BbIBaTh COOCTBEHHOE
npodeccuoHalIbHOE U
JMYHOCTHOE Pa3BHUTHE,
IpeANPUHUMATEIBCKYIO
JIeSITeIbHOCTD B
npodeccruoHanbHOI cdepe,
UCIIONIF30BATh 3HAHUS 110
IPaBOBOM U (PHAHCOBOM
IPaMOTHOCTH B Pa3JIMYHBIX
KU3HEHHBIX CUTYalHUsIX

OTBETCTBEHHOCTH 32
MIPUHSTHIE PEIICHHUS
000CHOBaHHOCTh
caMoaHaln3a U KOPPEeKIHUs
pE3YIBTAaTOB COOCTBEHHOM
paboTHI

OK.4 DddextuBHO

B3aUMO/JIENCTBOBATh U

- B3aumMoenicTBOBaTh C
00ydJarouMucH,
MIPENoIaBaTENSIMU U

WuTepnperanus pe3yabpTaToB
HaOIoAeHUN 3a

eI TeIbHOCTRIO
oOyuJarorerocs B mporecce
MIPAKTHKH.

OlLieHKa BBINOJHEHUS
MPAKTUYECKUX 3aJaHUM.
JIHEeBHUK TIPAKTHKHU
ATTeCcTallMOHHBIN JUCT MO
NpaKkTUKe 00 ypoBHE
OCBOEHHUS
npohecCHOHATBEHBIX
KOMIIETECHITHI.
JuddepeHnmpoBanHbIi
3a4er




paboTaTh B KOJJICKTHUBE U
KOMaH/1e

MacTepaMHy B X0J€ 00y4eHMUs,
C PYKOBOJUTENSIMH YI€OHOM
Y NIPOU3BOACTBEHHOM
MPAKTHK;

000CHOBAaHHOCTh aHAN3a
paboTHI YWICHOB KOMAH bl
(MO TYMHEHHBIX )

OK.5 OcymiecTBisATh yCTHYIO
U IUCbMEHHYIO
KOMMYHUKAIUIO HA
rOCy/IapCTBEHHOM SI3bIKE
Poccuiickoit ®eaepanuu ¢
y4eTOM 0COOEHHOCTE!
COLIMAJIBHOIO U KYJIBTYPHOTO
KOHTEKCTa

-JleMOoHCTpUpOBaTH
IPaMOTHOCTb YCTHOW U
IIICBMEHHOU peyH,

- ICHOCTh (POPMYJIUPOBAHUS
Y U3JI0KEHUS MBICIIEH

OK.6 IlposiBATh
IPaKIaHCKO-
MaTPUOTUYECKYIO ITO3ULIUIO,
JEMOHCTPUPOBATh
OCO3HAHHOE IIOBEJICHUE HA
OCHOBE TPaIULMOHHBIX
POCCUICKUX JYyXOBHO-
HPABCTBCHHBIX LICHHOCTEM, B
TOM YHCJIE C y4ETOM
rapMOHU3aLAN
MEXHAIlMOHAIbHBIX U
MEXPETUTHO3HBIX
OTHOLLIEHUM, IPUMEHATh
CTaHIapThI

- CobmoeHre HopM
MIOBE/ICHUS BO BpEMSI
yueOHBIX

3aHATHN U IPOXOXKIACHUS
yueOHOI U PaKTUKH.

AHTUKOPPYIIIUOHHOTO
TIOBEICHHSI

OK.9 ITonp3oBatbcs - Db dexTUBHOCTH
npodeccHoOHATBHOM UCIIOJIb30BaHUS B
JIOKYMEHTaIUeH Ha npo¢eCCHOHATLHON

roCyAapCTBEHHOM U
WHOCTPAHHOM S3bIKax

eI TENIFHOCTA HEOOXOIMMOM
TEXHHYECKOH JIOKYMEHTAIINH,
B TOM YHCJIE Ha

AHTJIMHACKOM SI3BIKE.




